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Introduction to Directory Manager

Microsoft’s Active Directory service is a key commant in most organizations’ information
technology infrastructure. Many applications magdrer synchronize the data found in the
Active Directory including Microsoft Exchange SergeGlobal Address List feature, Microsoft
Office SharePoint Server, and other key line-ofibess applications.

Keeping this information up-to-date and accuratelmaa challenging task for any Information
Technology (IT) department. Providing updated Aetidrectory information for the user’s is
made more difficult by the fact that that the Ilpdement is not the “data owner” for
information such as telephone numbers, departnenes, titles, or addresses. IT may not be
notified when any of this information changes fae®f their users and thus the Active
Directory becomes stale. Once the directory becatads, features such as the Global Address
List become less useful for the end user.

Directory Manager is a Web-based application writteC# and using the Microsoft .NET
Framework that allows a designated use to editinggmmation in the Active Directory. Only
authorized users can edit another user’s informafitle administrator specifies which fields
(aka attributes) can be edited and if validatioretuired for each field. Validation rules and
drop-down lists can be applied to any field onititerface to help ensure the accuracy and
consistency of the data that is entered. The aa#twbuser edits the user’s information via a
simple, friendly Web interface such as the one shmwFigure 1. Note that the user editing
screen shown in Figure 1 includes both drop-dosts &knd text boxes.

Directory Manager

F I
{ [ save end Ciose | G save | €3 meset| g print Close
; [ Save ond Ciose | [] Seve | &5 Reset| o Prin

Display Hame Jordan Chang Email Address jordan@ithicos.com

Company Company 2 ™| Office Office 2 b

Department Accounting bi Title Senior Accounts Payable Clerk

Street Address  12-550 Sacramento Street - ey T =
State/Pravince | catifornia -

ZipiPostal Code %815 Country | United States v

Office Phone Office Fax (B08) 1234587

Mobile Phone

Figure 1: Editing a user's information

There isno software that needs to be installed on the userisputer. The
user only needs the URL of the Directory Manageb\erver, such as
http://servername.corp.local/DirectoryManager
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Depending on your organization’s size and structoossible authorized users of Directory
Managemightinclude:

Human Resources

Telephone supervisor

Receptionist

Departmental secretary or administrator

Features

Directory Manager has been designed with a coupteygoals in mind including providing

you with the best possible Web-based Active Dingcapplication that is simple to use, easy to
install, but also reasonably priced. Most admiaistrs can be fully functional and ready to have
users working in the software within one or two fof downloading the software.

Key features in Directory Manager are intended &kenthe software both flexible, but powerful
and ensure the data that is put in to the Active®ory is accurate and properly formatted. Here
is a list of some of the features of Directory Mgemathat may be of use to you:

Allows an end user to update user accounts in Addivectory with no additional
permissions or rights.

No client-side software required, just a Web bravesel the URL of the Web server.
Most of the interface can be localized and custethiz

Fields can be hidden/invisible, editable/non-edéahnd/or required/optional.

Field types include drop-down lists, text fieldscombo.

Field format validation can be used to requireecg format such as phone number
format

Fields can be multi-line or double-wide fields

Each user’s photo can be uploaded in the Activeddary or stored as a URL
Exchange Server custom attributes can be used.

Simplified auditing can be enabled.

The search screen can be customized

Search results can be exported to Excel or a cormparated value (CSV) file

Limitations

Directory Manager does have a few limitations,rietsbns, and potential problems you should
keep in mind when evaluating or deploying the saftv

Directory Manager is designed only for delegatedagement of users or contacts. The
interface cannot be used for self-service admatistr Take a look at our Directory
Update product for self-service features.

- Introduction to Directory Manager © 2009 - Ithicos Solutions
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Only authorized users can use Directory Managasea is authorized to use Directory
Manager by putting them in to tiErectory Update Manageréctive Directory group.

If this group does not exist, you must create ie &é not check nested groups (groups
that are members of this group.) The usest belong to this group.

No additional user permissions are required tolisectory Manager; all Active
Directory updates are performed by a single sefpiogy account. If you need to
segment which users or OUs an authorized userdigmme do have a work-around for
this.

Directory Manager doasot edit group membership

The software is designed and developed using Maéréschnologies and to support
Microsoft technologies. We test first with Interrietplorer 6.x and 7.x; we also test with
Firefox 2.x and 3.x, but cannot guarantee comgdyilwith all non-Microsoft browsers
due to the rapidly changing nature of the Web beswsgorld.

Directory Manager does not replace Active Directdsers and Computers; this interface
cannot create or delete user accounts, reset passveadit home directory/user profile
paths, or manage Exchange server specific attsbute

Directory Manager is configured with a static domeontroller / global catalog server; if
that domain controller / global catalog serverasvd, Directory Manager will not work.
When deploying on Windows Server 2008 / Intern&trimation Server 7.0; make sure
that the 1IS 6.0 compatibility component is instdll

Telephone number fields have a maximum length afdacters

Post office box and postal code fields have a mawrirtength of 30 characters

The street address box has a maximum length otBafacters

All other fields have a maximum length of 64 chéees.

Usage auditing is limited; you can enable “last’eaind “last modified” auditing. This
information is logged to the user’s Active Diregt@ttribute.

Licensing

Directory Manager is licensed on a per-domain béfsy®u have multiple domains in your
Active Directory forest, you must have a licensg @& each domain and each domain must be
configured using the Directory Manager Configunatiaizard.

With a domain license, you can install as manyainegs of Directory Manager within that
domain as you require, you can have as many aa#tbtisers as you need, and your Active
Directory can have any number of user accounts.

We urge you to evaluate Directory Manager prigoiwochasing the software to
ensure that it will perform all the functions yaquire. Directory Manager can be
installed in evaluation mode and will be fully fulomal for 10 days. You can later
enter a license to activate the software permayentl

- Introduction to Directory Manager © 2009 - Ithicos Solutions
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The XML Files

Most customizations to Directory Manager are penkxl in theDirectorySettings.XML and the
AppSettings. XML file that is found in the Directory Manager foldeund in the website’s root
folder (example C:\Inetpub\wwwroot\DirectoryManger\Settings folder). In almost cases, if
you are upgrading from an earlier version of DioegtManager, yoeannotkeep your old
version of the DirectorySettings.XML and the AppaBets. XML file. When upgrading you will
need to copy and paste the information from theitddn to the new version’s
DirectorySettings. XML and AppSettings.XML file.

Note: Always make a backup copy of the . XML files prior to making changes.

In an effort to make configuration a bit simpledaso more compatible with our other
products, we have separated the configuration gideparate configuration files. These are all
found in the \inetpub\wwwroot\DirectoryManager\8ejs folder:

AppSettings.xmlis the master configuration file for the applicati From the
AppSettings.xml file, you can

Customize the Search interface

Localize the buttons

Localize the form/window labels

Customize your help messages and links

Specify search filters for the Manager, Assistant] Secretary fields

This file is specific to Directory Manager and cahhe used with other Ithicos
Solutions software packages.

O O O0OO0OO0Oo

DirectorySettings.xml file is the configuration file for the fields thtte user sees on the
User Edit form. From this file, you can:
o Hide/show fields
Change fields to drop-down lists or text boxes
Set a field to be required
Set a default value
Specify values for the drop-down lists.
This file can be copied and used with Directory Update and DargcSearch

O O0OO0OO0oOo

AddressSettings.xmlis the file that holds Address Sets data. Fromfitg, you can
enable Address Sets and enter information thaeéspands to one of your drop-down
lists in the DirectorySettings.xml file. This wallow a user to choose a field such as
Office and have the mailing address informatioromatically populated.
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Do not fear the XML files. All customization and configuration for
Directory Manager is done by editing the XML filé¥e do not have a
graphical interface for customizing the interfacsvever with a good
XML editor, even the most inexperienced administratill feel
comfortable making changes to the XML files in jagew minutes.

Tips for Editing XML Files

If you are new to editing XML files, here are sotips to keep in mind that will help you to
make the necessary customizations:

All XML “tags” must have an “open” tag and a “cldgag.

0 e.g.<value>Honolulu Office</value>
Make backup copies of the file you are editing
Make a few changes at a time, then check your work.
Some special characters are not allowed in XMLheytare interpreted incorrectly.
These include the &, <, >, “, and * characters.
Some DirectorySettings. XML, AppSettings. XML, Adds&ettings. XML, and Sytle.CSS
changes require that you logout and log back sethe changes take effect.
If all else fails and you have completely messegayr XML file, visit the Downloads
page of our Web site. We have provided originaisfilhere for download.
You can use Internet Explorer to check and seeuf XML file has all of the necessary
“close” tags for each “open” tag. Just open theeifi Internet Explorer. If you seen an
error that includes “End tag ‘xxxxxx’ does matcle #tart tag ‘xxxxx™, then you know
you have an open tag without a corresponding ¢bge

XML Editors

If you are still editing your XML files using a biag editor like Notepad, we strongly urge you
to download the free Notepad ++ editor. One ofrtiost important things that you can do before
you start editing XML files is to get yourself aagbXML editor. Though XML files can be
edited in a simple text editor like Notepad, wakhyou will agree there is a BIG difference.
Figure 2 shows the DirectorySetting.xml file in KB&ad.
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<?xml version="1.0" encoding="1s50-8859-1" 7> ~
<!-- DIRECTORY MANAGER - DIRECTORYSETTINGS.XML file version 1.0
A1l customization for Directory Manager are performed in this fi1
Entire sections (General, Organization, Telephones, and Address) can be hidden by changing the visibile="yes"
option to visible="no" in the section tag.
For each attribute:
- The label displayed on the user information page,can be _changed using the "label=" option.
- The attribute can be hidden bg (hangwng visible="yes" option to visi 1e— no"
- The attribute can be visible but nof editable by Changing editable="yes" option to editab]e="no"
- The attribute can be a text box or a dropdown 1ist by setting the type— option to either "text” or "dropdown’.
- If an attribute is (Drrﬁgured to be a dropdown 'hst it must include values in the <value> </value> tags.
- The field can be required by setting required="yes"
-
<directorysettings>
<!-- GENERAL SECTION — User Name and Emaﬂ Address cannot be modified by the user. --»
<general text="General" visible="yes">
<personalTitle label="Personal Title" type="dropdown" editable="yes" visible="no" required="no" defaultvalue="">
<valuezMr.</value>
<valuezMrs. </value>
<valuezMs. </value>
<value>Dr.</value>
</personalTities
/ <firstName label="First Name" type="text" editable="no" visible="yes" required="yes" defaultvalue=""
-3
; <initials label="middle Initials" type="text" editable="no" visible="yes" required="yes" defaultvalue=""
>
; <lastName label="Last Name" type="text" editable=! visible="yes" required="yes" defaultvalu
>
<namesuffix l1abel="Name suffix" type="dropdown" editable="yes" visible="no" required="no" defaultvalue='
<valuesir.</values>
<value=sr.</value>
<value>III</value>
</namesuffix=
<displayname  Tabel="Display Name" type="text" editable="no" visible="yes" required="yes" defaultvalue="" &

Figure 2: Editing an XML file using NotePad

A good XML editor will make editing our XML files och easier because the comments, tags,

and options are color coded. This makes makes canemors such as not closing a tag much
easier to find. You can find Notepad++ at:

http://notepad-plus.sourceforge.net/uk/site.htm

The software is free but works as well as any lestcommercial editor. Figure 3 shows
Notepad++ editing the DirectorySettings.xml fileyou are viewing the documentation online
or it has been printed in color, you can immedjatell that there is a significant difference.

D eEdEBEy &
AddressSetirgs i | B AsoSettmgsl |
on="1.0" encoding="iso-8859-1" 2>

1 <Pxml v

3 d— DIRECTORY MANAGER - DIRECTORYSETTINGS. XML file version LD

tion for Directory Manager are performed in this file.
s (General, Grganization, Telephones. and Address) can be hidden by changing the visibile="yes"
0" in the section tag.

For each attribute:

8 - The labe! displayed on the user information page can be changed
s - The attribute can be hidden by changing vi:

0 - The atiribute can be visible but not editable by chang
- The atiribute can be @ text box or a dropdown list by se

pe= n o either “text” or “dropdown"
-If an attribiste is configured fo be.a dropdown list. it must include values in the «values </value>tags.
- The field can be required by seffing required="yes"

=

<directorySettings>

dl— GENERAL SECTION - User Name and Email Address cannot be modified by the user. —
H <general text="Gemeral"

"yes">
5 <personalTitle label="Personal Title" type="dropdown" editable="yes" vi,
<value>Mr.</value>
<valuedMrs.</value>
<value>¥s.</value>
<valuesDr.</value>
</pezsonallitle>
<firsclame label
<initials Lab
<lastlans lebel="Last Name"
Bl <nameSuffix  label="Name Suffix"
<value>dr.</value>
<value>Sr.</values
<value>ITI</value>
</nameSuffixs

sible="no" required="no" defaultValue="">

"First Name"
Middle Initials"

<displaylfame  lsbel="Display Name"
<email label="Email Address"
<userName label="User Name" type="text" e
37 <note visible='"yes" message="Please contact the help desk at 555-1234 to modify uneditable fields." />

38 </general>

Figure 3: Using Notepad++ to edit XML files

- Introduction to Directory Manager © 2009 - Ithicos Solutions
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You may find Notepad++ useful for editing otheesilsuch as text or HTML files, too. This
editor is safe to install on any Windows Serveyau can use it from your workstation.

Our developers also like the JEdit editor becatiakaws you to have a side-by-side view of two
different versions of a file. This free editor da& downloaded frorhttp://www.jedit.org/ Note
that this editor requires the Java runtime softwenech may not be installed on your servers.
Therefore, we recommend using JEdit from your wiatksn only, rather than installing it on
your Windows Web servers.

Installation

For most experienced Windows system administraRirectory Manager is easy to install and
get up and running very quickly. Experienced Wind@md Internet Information Server (11S)
administrators can usually get Directory Managetalted and customized within an hour or
two.

However, even inexperienced administrators candirg Manager running by following the
instructions closely and ensuring the prerequisitesmet.

Requirements

Meeting all of the requirements for installing Ditery Manager will ensure a smooth
installation and reliable operations. While thetrfew pages may seem a bit intimating and
long-winded, meeting these requirements is notadilif or time-consuming.

Windows Server Requirements

Prior to installing the Directory Manager applicatj the administrator must designate a
Windows Server on which this Web application wal installed. This server can be a domain
controller or a member server. The following are thquirements:
Windows Server 2003 Service Pack (SP) 1, Windada8R2, Windows 2003 SP 2, or
Windows Server 2008
IIS World Wide Web Service must be installed
IIS must be in IIS 6.0 mode and application poolstbe available. For Windows Server
2008 / Internet Information Server 7.0, you musit#a the 11IS 6.0 compatibility mode.
The ASP.NET component of the Windows Applicatiorvee must be enabled
The .NET Framework v2.0 must be installed
ASP.NET v2.0.50727 Web Service Extension must loevald in the IS Web Services
Extensions container
The Windows server hosting Directory Manager masalmember of the Active
Directory and it should be in the same locatioth@sdomain controller it is configured to
use.
A service/proxy account must be created...
0 The service account password should have a strasgyord
0 The service account password must not expire
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0 The account must have the permissions necessapdtie the user accounts it

will be required to update. The best way to accashghis is to make the account

a member of the domain’s Account Operator’s gré&gmain Admins group

membership will grant excessive permissions ambisiecessary in most cases.
The administrator installing the Directory Manageplication must be a usigdomain
accountand be member of tHecal Administrators group on the computer on which
Directory Manager is being installed
SSL (secure sockets layer) is recommended, bueqgaired. If you do not use SSL, then
this application should only be visible from withyjour own intranet, since user
information will passed over your network in cléaxt.

We strongly urge you not to install Directory Upelain the same IIS virtual
Web site as any version of Microsoft SharePoinar8Roint will “take control”
of any virtual directory or Web page on the virtWéb site. We recommend a
separate virtual Web site or a separate WindowgeBénough there are work-
arounds for this issue.

While not required, we recommend that the Directdanager application be on its own
web server. While it should interoperate fine wather web-based applications, all of our testing
has been on an IIS server running on a domain @ieitor a member server and using the
Default Web Site. The following are some examplesnvironments in which we have tested
Directory Manager and found it to work just fine:

- Windows 2003 domain controllers
Windows 2003 member servers
Windows 2008 member servers
Exchange Server 2003 servers
Exchange Server 2007 servers
Any virtualized machine using VMWare or MicrosofyperV-based technology

Service / Proxy Accounts

When installing Directory Manager, you are requit@grovide a service/proxy account.
Technically, this account is not a service accaimte there is no running service on the Web
server; the server-side component uses this actoantthenticate (via Kerberos) to Active
Directory in order to make changes. Technicallg tiecount is a proxy account though we tend
to call it a service account since that is a bettelerstood concept.

All updates to the Active Directory are made witttie security context of this service account,
not within the security context of the user thatusrently logged in. This is by design, as the end
user does not have sufficient permissions to upalatd the necessary Active Directory
attributes.

However, we also have found that many times DamgycManager is configured to use a service
account that has more permissions than are negdssaking it a member of, for instance, the
domain’s Domain Admins or local Administrators gopuFor simplicity’s sake, we recommend
creating a service account and making it a membireodomain’s Account Operators group.
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Members of the Active Directory Account Operatorsup can ONLY
update normal end users. Not contacts and not Qtperator or
Administrative users.

Note that Account Operator accounts cannot modifibates of any user account that is a
member of any of the operators groups, Administsator Domain Admins. This is a built-in
security feature of Windows. But then, you shoudtl meed to use Directory Manader admin-
level accounts because they are only used for aslimative purposes and do not have
mailboxes, right? The principle of least permissions is inconvetibat important!

Least Permissions

Note that for most organizations, making your ssgiproxy account a member of the Account
Operators group will be entirely sufficient for yaweeds. Further restricting the service/proxy
account is possible, but only recommended if yauaar advanced-level Active Directory
administrator. This “Least Permissions” sectiomtended only for a small subset of our
customers.

At a bare minimum, the service/proxy account ordgas permissions to modify the attributes
that will be visible in the Directory Manager. Thises not require Account Operator
permissions or even permissions to the entire donYau can configure an account that has
only the permissions necessary to modify the afted that you want users to modithe
following is a quick tutorial on setting up a s@iaccount that has only the necessary
permissions. The group and user names are juslustrative purposes; you can use whatever
you want.

1. Create an Active Directory security group call@idectoryManagerSecurity

2. Create an Active Directory user call8&¥C_DirectoryManager

3. Make theSVC_DirectoryManageuser a member of tH@irectoryManagerSecurity
group

4. Using Active Directory Users and Computers, highlithe organizational unit (OU) that
contains the users that will be managed using RirgdManager. Right click on this OU
and run the Delegate Control wizard.

5. Click Next on the welcome page
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6. On the Users or Groups page, addDirectoryManagerSecuritgroup as shown in
Figure 4. Click Next.

Delegation of Control Wizard

Users or Groups
Select one or more ugers or groups to whaom pou want to delegate contral.

Selected uzers and groups:
E DirectorplpdateSecurty [OLCANOSURFBSDirectonl pdateS ecurity]

Add... Remove

¢ Back | Mest » | Cancel |

Figure 4: Selecting the user or group for the Delegion of Control Wizard

7. On the Tasks to Delegate page, select the Cre@tesféom Task To Delegate radio
button.

8. On the Active Directory Object Type page (showirigure 5), select the Only The
Following Objects In The Folder radio button. Sttbtough the list of objects until you
find the User object and check the checkbox nekiser ObjectsDo not select the
Create Selected Objects In This Folder or the Bebelected Objects In This Folder.
Click Next when finished.

Delegation of Control Wizard

Active Directory Object Type
Indicate the scope of the tazk pou want to delegate.

Delegate control of;

™ This folder, existing objects in this folder, and creation of new objects in this folder
* Only the following abjects in the falder:

O tranzportStack objects ;I
O Trusted Domain objects

zer objects

O video Conference Technology Provider objects

O virtual Chat Network objects

O ‘ireless Carier obiects LI
[ Create selected objects in this folder
[~ Delete selected objects in thiz folder
¢ Back | Hest » | Cancel |

Figure 5: Delegating permissions only to User obj¢s
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9. On the Permissions page (shown Figure 6), seled®#imission types shown in Table 1.
Click Next when finished.

Delegation of Control Wizard [ x|

Permissions
Select the permizsions pou want to delegate.

Show these permissions:

3)
Eroperty-specific

[ Creation/deletion of specific child ohjects

Permissions:

[ Fead and wite Account Restrictions ;I
O Fead and wirite Logon Information

Read and write Group Membership

Read and write Fer Information J
Read and write Phone and Mail Options

Fiead and write 'Web Informalon ;I

< Back I Mext » I Cancel |

Figure 6: Selecting permissions assigned for leggérmissions service account

10. Click Finish to complete the Delegation of Contdizard.
11.Repeat this process for other parent-level OUsir ctive Directory that contain users
that will be using Directory Manager.

Active Directory permissions can also be delegategtoups called Property Sets. Property Sets
allow you to delegate a number of individual pesiaas very easily since the set includes a
number of different properties. For more informaten Property Sets, see this reference on the
Microsoft Developer’s Networkattp://preview.tinyurl.com/yemldt

We have included in Table 1 the property setswieatecommend delegating. When you
delegate all of these property sets, the serviceuwt will have sufficient permissions to update
all of the necessary attributes. If you have schketk the Directory Manager user interface so
that there-isare only a few exposed attributes, you will naedhall of these property sets.
However, if you use additional features of Diregtbfanager such as the extension attributes
(Custom Attributes)then you may need to delegate more permissiongfarimplementation

of Directory Manager.

Table 1: Property set permissions used for leastpmissions assignment

Permission Property Set Includes

Read and Write General Information Includes displagme and country code

Read and Write Personal Information Includes addirdsrmation and all telephone
numbers

Read and Write Web Information Includes web pagéate

Read and Write Public Information Includes firstm&g last name, manager,
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| department, and title

Installing Directory Manager

Ensure that you meet the system requirements faristarting; missing prerequisites is the
number one reason that Directory Manager geneeatess during or after the installation. The
license key, domain controller, and service accamfotmation can be changed or updated after
installation is completed, but they must be vakdatduring the installation process.

Latest software?Prior to proceeding with the software installatiom
recommend downloading the latest version of the@ary Manager installer
from our Web site. This will ensure that you hakve latest updates. Software
can be found in the Downloads sectiofip://www.ithicos.com

Selecting a Domain Controller

The installation program requires a domain corgroDirectory Manager does not dynamically
discover domain controllers. The domain contratherst also be a global catalog server. The
domain controller should be on the same netwotk@dVeb server that hosts Directory
Manager.

Installing the Directory Manager Software

Copy the installation file (DirectoryManager.m)d local directory on the Windows Server on
which you are planning to install the software,lsas the C\TEMP folder.

Double click on the DirectoryManager.MSI

Click Nexton the Welcome to the Directory Manager Setup Wizareen

Review the license agreement, chobgree,and clickNext

On the Select Installation Address page (Figurspecify the name of the virtual
directory that will be created in Internet Informaat Server (11S) and the default web site.
The default virtual directory name@rectoryManager and the default Web site is
Default Web Site; these defaults are sufficientnfmst all installations. When finished,
click Nexttwice.

PwnhE
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i'é" Directory Manager !IEI E I

Select Installation Address DIRECTORY
[@.MAHA(}HR

The inztaller will install Directory Manager to the following web location.

To install ta this web location, click "Mext". Ta install to a different web location, enter it below.

Site:
[ Default web Site | Disk Cost...

Wirtual directary:

IDirectol_l,lManager

Cancel | < Back |

Figure 7: Setup Installation Address options

5. On the Directory Settings property page (shown ile@), enter the domain controller /
global catalog server name, the Active Directory®ddmain name (such as
somorita.com or volcanosurf.local), the serviceoaot, and the service account
password. The service account should include thBIRS domain name in front of the
service account; this is the pre-Windows 2000 cdibfgalogon name format.

Directory Manager

DIRECTORY

Directory Settings ."_Ll. R

Please enter the Active Directony information. Al fields are required.

Domain Contraller / Global Catalog Server:

|inara

Active Directory DMS Domain Mame:

Iserenity.cord

Service Account [<domains Y users]:

Iserenit_l,l\S\-"C.DirM anager

Service Account Password::

Test Directory Settings... |

Cancel | [Hent > |

Figure 8: Setup Directory Settings options
6. Click theTest Directory Setting® verify that the domain controller is respondir@ick
OK on the Test Completed Successfully dialog boxclicét Nextwhen completed.
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7. Ifinstalling a licensed version, on the Licens®tmation screen (see Figure 9), enter
your company or organization name and the liceegelkat you received when you
purchased your software. It is best to cut andepidms information in order to ensure that
the license key and the organization name areeshtetactly as they were issued. We
recommend cutting and pasting the license key agahazation name. Clicklext Skip
to Step 9 if this is a licensed version.

Directory Manager

DIRECTORY

License Information
[Ll-. MANAGER

Fleaze enter your organization name and license key or check the Evaluation Yersion
checkboxs.

Organization Mame:

ISerenit_l,l Shipping

Licenze Kew:
|5E9‘I BE3E70B12C09EDY7E32BD 2EESEDE B24F 5197

[~ Evaluation ‘Yersion

Cancel | < Back Nexst >

Figure 9: Customer Information screen

Note: License keys are issued based on your confgrgayization and the DNS
domain name of your Active Directory. Please enslieeaccuracy of this information.

8. If installing an evaluation version, enter your @amgation name and leave the license key
blank and check thEvaluation Versiorcheckbox as shown in Figure 10. Clidkxtto
proceed.
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Directory Manager

DIRECTORY

License Information
LLL. MAMNMAGER

Fleaze enter your organization name’ and licenze key or chieck the Ewvaluation “ersion
checkbog,

Organization M ame:
l\-"olcano Surfboards and Smoothie Shops{_

Licenze Keu:
!B&B E4C20 72877500 1 4EAFD4C43F1 992254861 F 1081

™ Evaluation Yersian

Cancel | < Back | Mext > i

Figure 10: Installing an evaluation version
9. When installation is completed, clitdextat the Directory Manager Installation
Checklist screen, then clicklose

Congratulations, you have installed Directory Maarag

Post Installation Tasks

The next series of steps are here just to maketlsaténternet Information Services is
configured properly to support an application theg¢s ASP.NET and the .NET Framework v2.0.
These tasks may not be required for your partictoafiguration.

Of course, you will need to customize the appl@mabnce you have got it installed. The default
XML files that are installed are generic and inteth@nly as a template for you to use.

Create thdirectory Update Managersgroup in Active Directory (shown in Figure 11.)
Add the authorized Directory Manager users todhaip. This group needs NO special
rights or permissions. This group can be a globainiversal group; it does not need to
be mail-enabled. This group can be in any orgaiizat unit (OU).
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Directory Update Managers Properties ﬂﬂ

General | Membersl Member Dfl Managed Byl

@ Directory Update Managers

Group name [pre-windows 2000]: IDirectory Update Managers

Drescription: IMembers of thiz group can uze Directory Manager
E-mail: |
rGroupscope————— | [ Group type
€ Domain lazal & Security
& Global | Distribution
€ Uriversal
HMotes:
Created for the Directory Manager application. | ;I
E

QK I Cancel | Apply |
Figure 11: Verifying the Directory Update Managersgroup exists

If you do not create this group and add the autledrusers to the group, no one will be
able to use the Directory Manager application. Waeiser attempts to logon and is not a
member of this group, they will see a message airtol this:You are not authorized

to use Directory Manager. An example of this is shown in Figure 12.

ﬂ\. DIRECTORY MANAGER

Pleaze enter your credentials

User Name lee.adama
Password
Domain SERENTY v

“ou are not authorized to use Directory Manager.

Log In

Version: 1.0

Figure 12: Logon error for unauthorized users

For Windows 2003 servers, open IIS Manager, opemib site on which the Directory
Manager application has been installed and digpl@yroperties of the
DirectoryManager virtual directory. Examine the ASP.NET propertygpdshown

in Figure 13) andonfirm that the ASP.NET version 50.50727If it is not, change it in
the drop-down list.
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DirectoryManager Properties ﬂ E
Yirtual Directory I Drocuments I Directory Security |
HTTP Headers | Custom Errors ASP.NET

ASP.MET wersion:

‘irtual path; I IDirectaryManager
File location: I CrhinetpublwwwrootiDirectaryManageriweb. c
File creation date: |6;’10f2007 2:59:44 AM
File last modified: |6f10f2007 9:59:44 AM
Edit Configuration. .. |

O I Cancel | Apply. | Help |
Figure 13: ASP.NET version must be the 2.0 version

For Windows 2003 servers, in IIS Manager, navigatine Web Service Extensions
folder and verify that the web service extensiolPAEET v2.0.50727 is set to Allowed
(see Figure 14.) If it is not, highlight it, rigblick, and selecAllow.

t Internet Information Services (I15) Manager M=l
¥9 Fle Action  Wiew ‘Window Help | _&] x|
¢ = | BEEFERR @2E 2> m
?_‘J Internet Information Services £ I ‘Web Service Extension I Stakus I
E| ! IMARA (local computer) SF Al Unknown CGI Extensions Prohibited
#-_J Application Pools “F Al Unknown ISAPT Extensions Prohibited
E‘.-J ieh Sikes ) Active Server Pages Prahibited
@ Default web Site [ ASPNET vi.1.4322 Allowed
[ web Service Extensions r B5PMET w2 g Allowed
[l Default SMTP Virtual Server Inkernet Data Connector Prohibited
Server Side Includes Prohibited
WebDaY Prohibited

Extended A Standard

| |
Figure 14: Ensuring that ASP.NET v2.0 is allowed

If your Active Directory forest has more than orwardhin, you will need to instruct
Directory Manager to use a Global Catalog serveldokups such as the Manager field.
In the AppSettings.XML file, locate thdookupFields...> tag and set the

useGlobalCatalog="no” option touseGlobalCatalog="yes". This tag is
shown in Figure 15.
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<!'— Lookup field used for manger, assistant, and secretary fields —->
7 <!—— Single domain installation=s do not reguire the use of a globkal catalog. —->
80 <!—— You can narrow the scope of the loockup fields (Manager, Secretary, or Assistant) to only
81 <lookupFields useGlobalCatalog="no" showlnlyExchangeEnabledlUsers="no" maxBesults="20" />

Figure 15: Enabling Global Catalog server lookups

If you have Exchange in your organization and y@nttookup fields to show only users
with mailboxes, in the AppSettings. XML file locatee <lookupFields...>  tag and

set theshowOnlyExchangeEnabledUsers="no” to
showOnlyExchangeEnabledUsers="yes". This is shown in Figure 15.

If installing Directory Manager on a domain conkeol you will need to verify
permissions on the .NET Framework. Browse to the

C:\WINDOWS\Microsoft. NET\Framework\v2.0.50727 folder in Windows
Explorer. Right click on th&emporary ASP.NET Files folder and assign the
NETWORK SERVICE account Modify permissions to themiporary ASP.NET Files
folder. This is shown in Figure 16. The NETWORK SHRE must have Modify, Read
& Execute, List Folder Contents, Read, and Writenpgsions to this folder.

Temporary ASP.NET Files Properties ﬂ
General | Sharing Security | Wweb Sharing | Customize |

Group or uger names:

ﬁ Administratars [FOURTHCOFFEEONAdministrators)
ﬁ Authenticated Users

€7 CREATOR DWNER

@ MNET'wORK SERWICE

ﬁ Server Operators (FOURTHCOFFEEDNS erver O perators]_lLI
a| | B

Add... | Bemove |

Permissions for HETWwWORE.
SERVICE Allaw Deny

Full Cortrol O o =

Modify O

Read & Execute O

List Folder Contents O

Read O

Wirite O

[= PR Y = S m m LI

For zpecial permissions or for advanced settings, Advanced |
click Advanced. =
ok I Cancel | Apply |

Figure 16: Permissions for Temporary ASP.NET Files

If using the Photo feature to upload user’s phtaabe Active Directory, you will need
to ensure that the NETWORK SERVICE user has ModRigad & Execute, List Folder
Contents, Read, and Write permissions to the
c:\inetpub\wwwroot\DirectoryManager\Photos folder. Directory Manager
uses this as a temporary storage location wheradplg photos to the Active Directory.
The permissions should look similar to those showiigure 16.
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Test Directory Manager to ensure that the appbeais functional. You can access the

application via a URL similar to this (if the defauirtual directory is used. This also

assumes the Web server is called yourserver.cogb.lo
http://yourserver.corp.local/DirectoryManager

Customize the application by editing the AppSetirgl, DirectorySettings.xml, and
AddressSettings.xml files. If you are currentlyngsDirectory Update v1.7, you can copy
the DirectorySettings.XML file from that applicatiaf you so desire.

Specialized Installations

For most organizations using Directory Manager,gitexious installation steps will get you up,
running, and ready to customize the XML files nsegg to use the organization within your
company.

However, some organizations may have some speagalequirements for Directory Manager
that are not handled by the default installation.

Adding Additional Domain Instances

Directory Manager allows you to manage more thanActive Directory domain within the
same forest by adding additional domain instanéésen more than one domain is configured,
the authorized Directory Manager user will see mao drop-down list at the top of the Search
screen that allows the user to search for usesthgr domains. The userust search each
domain separately; we do not perform a cross-doseanch for user accounts.

For each additional domain, you need the following:
A Directory Manager license key for the additiodamain
A domain controller / global catalog server in #uslitional domain
A service account that has permissions to modiéysus the additional domain

To add an additional domain instance, follow theteps:

1. Run the Directory Manager Configuration wizard (6ta All Programs -> Directory
Manager -> Configuration

2. Onthe Please Select A Task page (shown in , seétetA New Domain Instaneand
click Next
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Directory Manager

DIRECTORY

Configuration
2 i@mnw;\c;nk

Please selact & task

& Add 3new domain instance ©

" Edit an existing domain instance

Exit I Mext » |

Figure 17: Creating a new domain instance of Direcry Manager

3. On the Directory Settings page, provide the donsaimtroller, domain, and service
account information as shown previously in Figurelgk theTest Directory Settings
button, then clickNext

4. Provide the company/organization name and thesiedwry on the License Information
screen (shown previously in Figure 9) and therkd\ext

5. Click theFinish button.

Adding Different Configuration Instances or Segment ed Instances

Some organizations may have a need for differdstafeauthorized users to edit different users
or they may need to see different configuratiomrens. One example of this might be if the
Human Resources department needs to update departitie, address, and manager
information using Directory Manager while the tdlepe system manager might need to update
only the phone numbers.

The typical organization using Directory Managen s&ip this section as it will
not be necessary for your installation.

Another example of this is when the Marketing Dépant admin assistant needs to update only
the users in the Marketing OU while the Sales Dmpant admin assistant needs to update only
users in the Sales OU.

By default, Directory Manager allows any authorizesér to update any attribute that is visible
and editable on the user interface. The interfacaaot be different depending on what type of
user you are. Group authorization, drop-down ligtisibute configuration, configuration data,

and interface configuration data is stored in thélXiles that are installed with Directory
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Manager and later customized by the installer. & issauthorized to use Directory Manager by
creating a group in Active Directory call&irectory Update Managersand then putting that
user that needs to use Directory Manager irDtinectory Update Managersgroup.

Permissions to update a user or contact objettei\ttive Directory is given, not to the user,
but to the service or proxy account that is spedifiuring the Directory Manager installation.
The service or proxy user is usually made a memb#re domain’s Account Operators group
but permissions can be further restricted.

By default, Directory Manager will allow the autiwed user to view and update any user
account anywhere in the Active Directory domaine Timit of this, of course, is that the proxy
account must have the necessary permissions tdeufsgauser or contact. For example, if the
service or proxy account is a member of Accountréqoes, then Domain Admin and “operator”
users cannot be updated. This is a built-in featfid@indows.

In order to work around this issue, you (the adstraior) can create multiple instances of
Directory Manager (at no additional charge beydreddomain license) and configure each
instance with different fields to be available @nly view a specific OU using the filtering
functions.

The Sales Department admin assistant would be givéRL such as this:
http://servername.corp.local/DirectoryManager-Sales

The Marketing Department admin would be given a WRth as this:
http://servername.corp.local/DirectoryManager-Mérie

Two different configuration instances of Directdvyanager would be created. An OU filter
would be applied to each instance’s AppSettings.XiLand different authorized groups
would be defined in the AppSettings. XML file.

We call this feature a segmented installation fiedint configuration instances.

Let’s say that the organization show in Figure d8uires a different administrator for the
Battlestar OU and a different administrator for Hiefly OU.
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@Lﬁ.ctive Directory Users and Computers
-] Saved Queries
-4 colonialmovers.ink

- Builtir

+'|’,_‘] ormpukers

=

Corporatellsers
l+ (&3] Battleskar
&3] Contacts
I3 Firefly

ﬁl Firm

L[] Tthicos Solutions
(&3] LAFD

(&) Red October

[-[€5] Domain Controllers
-1 ForeignsecurityPrincipals
-2 LostandFound

Figure 18: Example organizational unit structure

The design and security model for Directory Managekes this a bit more difficult, but it is
possible. The catch is that you must run two défiéiinstances of Directory Manager however
there is no additional software licensing to dstilere is an example of the high level steps to
do this for the Battlestar OU; these steps asshateypu have already installed the Directory
Manager:

1. Create an Active Directory security group calkattlestar Directory Managers.

2. Add the authorized managers for the Battlestar @théBattlestar Directory

Managersgroup.

3. Copy thec:\inetpub\wwwroot\DirectoryManager folder to
c:\inetpub\wwwroot\DM-Battlestar

4. Using IIS Manager, create a new virtual directamytloe default Web site called DM-
Battlestar

5. Edit the AppSettings. XML file found im\inetpub\wwwroot\DM-Battlestar so that
this instance of Directory Manager only shows useicder the
\CorporateUsers\BattlestarOU and so that only members of Battlestar Directory
Managersgroup can use this instance.

6. Customize the DirectorySettings.XML file found imetc:\inetpub\wwwroot\DM-
Battlestar  for the users in that OU.

7. Give the URLhttp://servername/DM-Battlestto the authorized users of Directory
Manager

This process works for a couple of different reasdéirst Directory Manager is a Web
application can uses the configuration files founthe local directories under the virtual
directory. Second, the AppSettings.XML file alloywsu to configure a filter so that only users
under a specific OU will be shown.

This additional instance of Directory Manager wile the configuration files found under

c:\inetpub\wwwroot\DM-Battlestar but it will use thesameservice/proxy account that was
configured during the initial installation.
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A couple of the above steps require some additiexallanation in order to get right. The first,
and simplest of these, is to add Bettlestar Directory Managers group to the
AppSettings.XML file. Locate the <authorizedUser@ue> section (shown in Figure 19) of the
AppSettings.XML file and add this group to thattgmt. Note that you can only use security
groups here, you cannot code individual user adsauarto this section.

31 <l—In order for a user to be authorized to use Directory Manager, they must be a member of one of these groups. Or you can add your own. —»

32 <authorizedUserGroups>
33 <group>Domain Admins</group>
34 <group>Account Operators</group>

35 <group>Administrators</group>
36 <group>Battlestar Directory Managers</group>
</authorizedUserGroups>

Fi'gure 19: Adding an additional authorized users goup to the AppSettings. XML file

You must apply a filter to the AppSettings. XML fge that only théttp://servername/DM-
Battlestarinstance of Directory Manager will only show theets from the
/CorporateUsers/BattlestarOU. This step is also performed in the AppSettikyl_ file in the
<ouFilter...> section. Locate this section and ensliaéthe DNS domain name is in the domain
property and that the explicit OU name is enterethe searchBaseOU. An example of this is
shown in Figure 20.

<l OUs allows user to search an entire OU. OU name should be listed like this: name="All Users" or name="All Users/New York" -
<l-- The domain name }'nusf be the DNS domain name of the Active Directory, such as domain="acme.local" --»
<l-- If baseSearchOU is used, all searches will start from that base OU. If you want specify OU filters do not include the baseSearcht
<l— searchBaseQU specifies the starting point for the search listing. Leave blank for no search base, all OUs queried. —
<l-- Specify OU name without OU=, i.e. searchBaseOU="All Users" - You cannot specify Users container, --»
<ouFilter text="Organizational Unit" enabled="yes">

<0Us domain="colonialmovers.int" searchBase(0U="CorporateUsers/Battlestar">

<QU name="" displayText="" />
<0U name="" displayText="" />
</0Us>

Figure 20: Configuring an OU filter for a single OU

After configuring the AppSettings.XML file to shoonly a single OU of users and to restrict the
use of this instance Directory Manager to justecsft set of users, the next step is to create an
additional virtual directory in IS Manager so thesiers can access the new URL.

In IIS Manager, open up Web Sites and Default W&b (8r whichever web site you want this
instance to run on) and right click. Then choose/Ne Virtual Directory. The click Next. In the
Alias box (shown in Figure 21), type in the namehaf virtual directory (in this case DM-
Battlestar).
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¥irtual Directory Creation Wizard | x|

Yirtual Directoiy Alias
Specify a short name, or alias, for this virtual directory.

©

&
#

Type the alias wouwant bo Lige to gain access to thiz web vitual directony. Use the
same naming conventions that you would for naming a directany.

Aliag
DM-B attlestal

< Back I Mext» I Cancel l

Figure 21: Configuring the virtual directory name

The virtual directory alias is used as part ofghéh in the URL (edttp://servername/DM-
Battlestay

Click Next to enter the path to the folder thatteams the application’s files. Figure 22 shows the
path for this particular virtual directory; in thigsec:\inetpub\wwwroot\DM-Battlestar

¥irtual Directory Creation Wizard [ =]
Web Site Content Directory ‘9
Ywhere is the content you want to publish on the ‘Web site? ._%“'
2
Enter the path to the directory that contains the content far this 'Web site.
Path:
C:\lnetpubhvwisarocthD b -B attlestar Browsze I
Cancel |

Figure 22: Specifying the path for the virtual directory's files

Click Next to move on to the Virtual Directory A@sPermissions page of the wizard (shown in
Figure 23). Here you must make sure that the Reddhe Run Scripts (such as ASP)
checkboxes are checked).
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Yirtual Directory Creation Wizard

Virtual Directory Access Permissions
Set the access permizzions for this virtual directan,

Bllows the: fallowing pemizsions:

v Bead

j s A5FE

T Execute [such as |SAP! applications or CGI
T Wwiite

T Browse

To complete the wizard, click Hext _

< Back I Hest > I Cancel

Figure 23: Defining virtual directory permissions

When you have selected Run and Run Scripts, diekNext button and then click the Finish
button to create the virtual directory. Now youlwsie a new virtual directory called DM-
Battlestar under the Default Web Site. Right clickthe DM-Battlestar virtual directory do the
following:

1. On the Documents page, make sure that the Def@PAis available

2. Onthe ASP.NET page, select ASP.NET version 2.2307

The new instance of Directory Manager should nowelaely to be used. You can repeat this
process for additional virtual directories that yoay require.

Defining an Additional Application Pool

One really useful feature of Internet Informaticengr 6.0 is called an Application Pool. Unlike
previous versions of 1IS where all web-based apgibo ran in the same memory space, IS
allows you to define separate application pools &éna each serviced by a separate set of worker
processes. This helps you to isolate different ajgllications so that one application that might
misbehave or need to be recycled by IIS does hettabthers.

When Directory Manager is installed, it will use thpplication pool that the root of the Web site
is using. This is usually the DefaultAppPool anésloot need to be changed.

However, if the Web server is hosting other Webliappons, we recommend that you create a
separate application pool for Directory Manager ddadhis, open up the Internet Information
Server Manager program, open the Application Ptmdtker and right click on the Application
Pools folder. Choose New -> Application Pool anehtlvhen you see the Add New Application
Pool dialog box (shown in Figure 24), name the i@pfibn pool something like
DirectoryManagerAppPoahnd click OK.
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Add Mew Application Pool

Application poal ID: I DirectoryManager AppPool|

Application pool setkings
%' Use default settings For new application pool

™ Lse existing application pool as template

Application pool nanme: IDeFau|t.C\ppF‘DD| j

[o]4 I Cancel | Help |

Figure 24: Creating a new Application Pool for Diretory Manager

Once the application pool is created, open up ekt Web Site (or whichever web site
Directory Manager is installed), right click on tb@ectoryManagervirtual directory and

choose properties. On the Virtual Directory Propeedge (shown in Figure 25), select the drop-
down list to the right of the Application Pool ldlaad selecDirectoryManagerAppPoalor
whatever you called the application pool.

DirectoryManager Properties ﬂ
HTTP Headers i_uskom Errors | ASP.MET
Wirtual Directary Documents | Directory Security

The content for khis resource should come Fram:
" directory located on this computer
£ A share located on another computer
" & redirection ko a URL

Local path: IC:'l.inetpub'l,wwwroot'l,DirectoryManager Browse. .. |
Il Script source access 'l Log wisits

v Read [v Index this resource

[~ write

™ Direckory browsing

Application settings

Application name: Directory Manager Remove

Skatting point: <Default Web Site =\Direc. ..
Configuration. ..

Everute permicsinne: | Scrinks o) |
o

Bt

Application pool: Un|oad

oK I Cancel | Apply | Help |

Figure 25: Configuring the DirectoryManager virtual directory to use a specific application pool

Customizing the Authorized Users

By default, when a user logs in to Directory Managfgee software checks Active Directory to
see if the user is a member of the Directory Updédaagers group. However, if you already
have a group that you would like to use, you cahthdt to the Directory Manager
configuration. The AppSettings.XML file has an <autizedUserGroups> section that allows
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you to define your own pre-existing groups. Thistem of the AppSettings.XML file is shown

in Figure 26.

26 <!—— In order for a user to be authorized to use Directory Manager, they must be a member of one of these

groups. Or you can add your own. —->
27 o <authorizedUserGroups>

28 <grouprDomain Admins</group>

29 <group>Account Operators</group>
30 <grouprAdministrators</group>
il <group>Directory Update Managers</group>

32 <group>Homan Resource# Department</group>

</authorizedUserGroups>

Figure 26: Adding the Human Resources Group to thést of authorized users

Note that you cannot add users to the list showkigare 26, only groups. Further, groups
cannot be nested as the software only verifidsafuser is in the group specified.

Changing Domain Controllers, Service Accounts, or L icense Keys
At some point, you may need to perform some basint®nance on the domain controller,
service account information, or the licensing infation. Possible examples include:
- Changing the domain controller / global cataloyeename

Changing the domain name (requires a new licenge ke

Changing the service/proxy account that is beireglus

Changing the service/proxy account’s password

Switching from evaluation to licensed mode

The Directory Manager Configuration wizard (StatAll Programs -> Directory Manager ->
Configuration) allows you to edit existing instaaad Directory Manager or add a new domain

instance (as shown previously). To edit an exgsimstallation instance, launch the
Configuration wizard and select Edit An ExistingrBain Instance option on the first screen
(shown in Figure 27.)

Directory Manager

DIRECTORY

Configuration & manacEr

Please select atask

" Add anew domain instance

Exit | Mext > |

Figure 27: Adding a new domain instance or editingn existing one
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Once you have selected to edit an existing instayarewill see the list of currently configured
Directory Manager domain instances such as in Eig8r Pick the correct domain from the list

and click Next.

Directory Manager [_ (O]
DIRECTORY

Domain List
@. MANAGER

Flease select a domain instance

Caniel I Ment> |

Figure 28: Choosing the domain instance to edit

The Directory Settings page of the Configuratiorz&vd is where you can change the domain
controller name, service account, and/or the seraacount password. An example of this is
shown in Figure 29.

Directory Manager !E |

DIRECTORY

Directory Settings
g 9 l’:{.MANAGER

Blease enter the Active Directory infarmation: Al fields are required.

Domain Controller / Global Catalog Server:

Active Directory DMS Domain M ame:

Ivolcanosurfhoards.com

Service dccount [<domain:houzers |

IVolcanosurfb\administrator

Service Account Password::

Test Directory Sethings... I

Cancel | < Back Pt |

Figure 29: Editing the domain controller and servie account information

A couple of common mistakes that occur when editivegdomain controller or service account
information include:
In the Domain Controller / Global Catalog Servex bentering the fully qualified
domain name of the server (esgrvername.corp.local ). You must ONLY enter
the server’s host name, suchsasvername
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Forgetting to include the Pre-Windows 2000 compatitmmain name (e.g. the NetBIOS
name of the domain) with the service account. Tlopgr format is domain\username.

The final screen of the wizard is the License Infation screen (shown in Figure 30) where you
can change the license key or switch from evaloatidicensed mode.

Directory Manager

DIRECTORY

License Information [@ i
ANAGER

Please enter pour arganization name and license: key or check the Evaluation Wersion
checkbox:

Organization Mame:

Lieense Kew:
IE1 CE4C2D 78877500 14EAFD4ABF1992BBEETF1 0BT

[ Evaluation Yersion

Cancel l < Back | et s |

Figure 30: Updating licensing information

Some common problems that occur when enteringd¢bade information include:
- The Organization Name must match exactly with @@ you provided us when we
generated your license key.
The DNS domain name of the Active Directory donmaunst match exactly with the
domain name you provide us when we generated yernde key.
Typographical errors when entering the license Kég.strongly urge you to copy-and-
paste the license key from the e-mail or documenpmyvided you to eliminate errors.

Using Integrated Windows Authentication Instead of Forms-Based
Authentication

By default, when a user connect to the DirectornMger URL (e.qg.
http://servername.corp.local/DirectoryManggéhne user is presented with a logon form. This
logon form uses 1IS’s forms-based authenticati@tufiee; the logon form is customizable to your
own needs. You can add your own text or logo if glegire. An example of the logon page is
shown in Figure 31.
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@ Directory Manager

Please enter your credentials

User Hame
Password

Domain VOLCANOSURFB -

Log In

© 2009 - Ithicos Solutions. All rights reserved.

This application is for authorized users only.

Please contact the Help Desk at x4411 for assistance

Figure 31: Logon form example

However, you may simply want the user to automigidéagon using the IIS / Internet Explorer /
Windows feature called Integrated Windows Autheattan. This can make using the application
much more convenient for the end user. In ordefftagrated Windows Authentication (IWA)

to work, a few requirements must be met. If theyreot met, when the user connects to the
Directory Manager URL, they will see a logon boxIsas the one shown in Figure 32.

" B
Connect to alabamatestlvolcanosu rfboards.c...lilﬁ

=
Al A

Connecting to alabamatestl.volcanosurfboards. com.
User name: | w | e
Password:
[] Remember my password
Cancel

Figure 32: Logon p;rompt if Integrated Windows Authenticatfon is not supported

In order for Windows Authentication to work propgerhere are a few conditions that must met;
this conditions include:
The user must be using Internet Explorer 5.x, &.x,.x
The user’'s computer must be a member of the domain
The user must be logged on with a domain account
Internet Explorer must see the server name orghaess domain name as part of it's
Local Intranet trusted sites list.

Experienced 1IS admins may think that you can ckahg on the Security properties of the
virtual directory using IIS Manager, but you canidke use th&Veb.Config file which will
override any settings applied to the virtual dioegt

To enable Directory Manager to use Integrated WivelAuthentication, you must edit the
Web.Config file found in thec:\inetpub\wwwroot\DirectoryManager folder.

- Installation © 2009 — Ithicos Solutions




%gf’ Directory Manager

Locate the section authentication section ofbeh.Config (shown in Figure 33.) Change the
<authentication mode="Forms"to <authentication mode=" Windows”> and save the file.

29 <customErrors mode="RemoteOnly"/>
0 <!—— AUTHENTICATION
Thi=s section sets the authentication policies of the application. Possible modes are "Windows"™,
32 and "Forms".

"Windows" II5 performs authentication (Basic, Digest, or Integrated Windows) according to
its settings for the application.
"Form=s" You provide a custom form (Web page) for users to enter their credentials, and then
you authenticate them in your application. A user credential token is stored in a cookie.

==&

<authentication mode="Forms">

<forms name="AppNameAuth" path="/" loginUrl="Login.aspx" protection="A11" timeout="60"/>
</authentication>
42 <!—-— AUTHCORIZATICH

Thi=s section sets the authorization policies of the application. You can allow or deny access

Figure 33: Viewing the Authentication section of tle Web.Config file

Note that you cannot have both Integrated Windowth@ntication and Forms-Based
Authentication enabled on the virtual directoryie same time.

Customizing the User Interface

Directory Manager has been designed to be geneowgh for most any organization to use
while allowing the administrator the maximum degoédexibility and customization possible.
We have tried to keep the configuration as simplpassible.

Components of the User Interface

Before we start on the actual tasks of customitiiegDirectory Manager user interface, let’s
look at the major components of the application smie examples in the interface.

Logon Page

The logon page is enabled by default, but optigriadirms-Based authentication can be used
instead. Much of the logon page can be customirnddweaked to your organization’s
standards. A sample of the logon page is showmngar& 34. All of the text on the logon page is
customizable, the logo can be changed, and theidaingp-down box is optional.

The logon page is customized in the AppSettings. XN&.
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%} Directory Manager < Logon page logo

Customizable

Pleaze enter your credentials

-.. User Hame
*P&sswurﬂ . Optiﬂ al

* Domain VOLCANOSURFB domajn
own box

drop-¢

Log In

E 2009 - Ithicos Solutions. All rights rezerved,

LGgOﬂ page This application is for authorized users only.
messagde or /

disclaimer

Please contact the Help Desk at x4411 for assistance

Figure 34: Logon page components

Search Page

The Search Page (shown in Figure 35) allows theoazed user to find the right person in the
directory. There are a number of customizable corapts on the Search Page. Most of of the
customization for the Search Page is configuratenAppSettings. XML file with the exception
of the fields that are shown and the field labelthe Quick View tabs. The Quick View tabs are
configured in the DirectorySettings. XML file.

One common point of confusion is that the Quickwiabs are editable; they are not editable.
When you select a user in the search results, dailick on that user to see the User Edit screen.
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Log Off button

Customizable logo D 9 Help message
90—y @ Directory Manager pop-up link

Welcome message e @Hep | Logorr

Specify All, Users,
or Contacts

|2

Search control ¥ [Dispiny Name || [starts witn v | Search

3 Display Al E’jE'&rcn to Excel | Expart to CSV ‘.\
Display Name = Email Address Department Title Office Phone EX,OOIT confrols
= U T

Columns visible

PP — T v i wrTe o s T Uy ooy
s h its IE| Q‘g:ﬂsms (Bl e alwiliams @gmail.com Human Resources Manager office phone 3
earch resu
8 Alyce st.vi ast.vil@somorita.com Department 1 President office phone 4
Contact object : AndvRuth-
4 > E| Andy Ruth Mew@fourthcoffee- Development President office phone 2

newaddress. com

User abject g Applcation Center Test

™ Account
{85 Arno Bost ArnoBost@fourtheoffee.c... Accounting Manager

8 Astrid Mainwaring amainwaring@somorita.com Engineering Trainer office phone 3

8 Barbabra Banaei bbanaei@somorita,com Information Technology President office phone 2 =

Page through i e e A e i Ui et = Maximum search
search results General || Crgenization |  Address | Telephones | Others | resuits returned

First Name Astrid
Quick view tabs Mkl il

Last Hame Mainwaring

Display Hame Astrid Mainwaring

User Name amainwaring

Email Address amainwaring@somoria.com

Version: 1.3

Figure 35: Directory Manager search page

What can be configured on the search page? Hershsrt list:
- Which fields are displayed in the columns
Which fields can be used for a search
Which fields will be exported to Excel or a CS\kfil
All field labels
The page logo
All text, background, and separate colors (viastyée.css) file.
Whether users, contacts, or both are displayedearnrterface
Customizable pop-up Help page
Export to Excel and export to CSV controls

It is important to note that the default listingvasll as any search listing will return only a
maximum of 200 entries. This can be increased oredsed in the AppSettings. XML file.
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User Edit Page

The User Edit page is the page that allows usernmdtion to be edited. An example of this is
shown in Figure 36. Most of the customization as thage is accomplished in the
DirectorySettings. XML file though some customizatis done in the AppSettings.XML file. All
field labels, section notes, and button/controklalzan be customized on this page.

Directory Manager SO <

[Control buttons | [ save and g save | 3 Reset| Close ——
. g i g Savean Elsse|d a a! £ Resat | - Print [Read —

(field

Display Hame Jordan Chang Email Address jordan@ithicos_com

. i Please contact the help desk at 555-1234 to modify uneditable fields.

Lookup field |
s Department Aecounting v Title | ~ — it
. b L | rop-down lis ‘

Manager Jim McBee el J

To search for a manager, type the first few characters of the person’s first name and sslect the correct name from the fist

p
| Text box
: Street Address Street Address & A City City 4 v
State/Province New York v
ZipiPostal Code 44444 Country France w
ATT—
ot reseane for e _ N |Maskedte>ct ‘
Adding & note messags for the address section here entry field
Office Phone (808) 555-1234 Office Fax [ S S
—
IDoubIe -wide Mobile Phone
field
12 a
| Multi-line field
Web Page web page 3 <k I
€ Hotes 3 -
Section note | Notey ?
J

Figure 36: Example of the User Edit page

There are a number of different types of fields eld options you will find on the User Edit
page These include:
Any default field can be hidden; the DirectorySegt. XML file has most common
Active Directory attributes they are hidden in th@mple shown in Figure 36.
Read only fields allows the authorized user totsesee what is in the field, but not
change it.
Drop-down lists allow the administrator to speaflist of specific values that can be
entered in to a field. The user must select ortb@allowed values.
Text boxes allow the user to enter any value thisp o enter.
Combo boxes allow the user to select an option fileeradministrator-configured drop-
down list, but they can also manually enter theindext if the drop-down list is not
sufficient.
Lookup fields are fields that can only contain glalser account objects from the Active
Directory. These include the Manager, Assistard, &ecretary attributes.
Validation using regular expressions allows the iattrator to specify exactly the
allowed format or structure of the data using poregular expression (REGEX) rules.
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Masked text field format control allows the admirasor to specify a format in which

they want to see data entered. This is especia#fulifor phone numbers, but it can be
used for any field.

Double-wide fields are useful for any field thashaore text than can easily be displayed
in the standard column listing.

Multi-line fields are useful for fields such as tB&eet Address, Notes, and Description
fields that hold more than a few dozen bytes cadat

Section notes appear at the bottom of each seatithre interface. Section notes can be
customized with helpful information or they cantbdden.

Users, Contacts, or Both

Directory Manager will allow an authorized useetdit users, contacts, or both. By default, both
users and contacts are displayed in the user agriThe user will see an option on the top right
section of the of the Search page that allows tteeselect if they want to see users, contacts, or
both. An example of this drop-down list is showrFigure 37.

All b
zer
JE-:: ort fo | Contact

Figure 37: Selecting Users or Contacts

This option is configured in the AppSettings.XMlefinside the<objectTypes> tag. An
example of this is shown in Figure 38. If you wamtlisable the Contact and All view options,

set thevisible="yes" option on both tags tevisible="no">.
<!—— SBets the type of objects that should be displayed. If you select only one option (user, contact, or all) -->
<!—-— then the object type drop-down list does not display on the interface. -->
<ogbjectTypes>
<all text="A11" vigible="yes" />
<user text="User" ble="yes" />
<contact text="Contact" visible="yes" />
</objectTypes>

Figure 38: Controlling which options are availableto the user

Localizing the Interface

Directory Manager ships localized only for U.S. Estg The interface is very customizable if
you want to localize or regionalize the interface four specific requirements. All buttons, error
messages, help messages, examples, and attribale ¢an be changed.
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Field / Attribute Labels

All field/attribute labels can be customized usihg DirectorySettings. XML file. Each attribute
tag has a label option. Figure 39 shows some exegfithe label option.

m

<department label="Department" type="dropdown" viszible="yes" editable="yes">

1 o on

<valuesAccounting</value>
<valuesDevelopment</value>
<valuesEngineering</valus>
<value>Human Resources</valus>

T ]
o m

0 <value>Sales &amp; Marketing</value>

a1 r </department>

< P <departmentHumber label="Department #" tvpe="text" visible="no" editable="yes"»></departmentNumber>
B <title label="Title" type="dropdown" visible="yes" editable="yes"></title>

Figure 39: Examples of field labels

Section Notes

Each section in the User Edit screen has a seatitmmthat appears at the bottom of the section.
This note can be used to provide the end userheififul information or it can be hidden. Figure
40 shows the Telephone numbers section andrbee...> tag at the bottom of the section. To
hide the section note entirely, set th&ble="yes” option tovisible="no”

11 J] <!-— TELEPHCNE SECTICN -->

111 = <telephones label="Telephones" visible="yes">

112 <officePhone label="0ffice Phone" type="text" visible="yes" editable="yes" validationFormat=""»</officePhoney

113 <otherCfficePhone label="0ffice Phone 2" type="text" = editable="yes" idationFormat=""></otherCfficePhone>

114 <fax lakbel="0ffice Fax" type="maskedtext" mask=" (###) #H#-HHEE ble="yes" editable="yes" wvalidationFormat="">»</fax>
115 <otherFax label="0ffice Fax 2" type="text " editable="yes" ationFormat=""></otherFax>

1le <mobile lzbel="Mobile Phone" Ty " editable="yes" rmat=""></mobile>

117 <otherMobile label="Mobile Phone 2" type="text " editable="yes" nFormat=""»</otherMobiley

118 <pager label="Pager" type="text" = " editable="yes" ationFormat=""></pager>

editable="yes" idationFormat=""></otherPager>

editable="yes" validationFormat=""></homePhone>

119 <otherPager label="Pager 2" type="text" -
<homePhone label="Home Phone" type="text" =

1 <otherHomePhone lzkbel="Home Phone 2" type="text" v editable="yes" idationFormat=""></otherHomePhone>
22 <ipPhone label="1IP Phone" "no" editable="yes" ationFormat=""></ipPhone>
<otherIpPhone lzbel="IP Phone 2" "no" editable="yes" "n></otherIpPhone>
Assistant Phone" ty "no" editable="yes" "></assistantPhone>
<!-- msExchUMOperatorNumber only exists in A iv )i 1 the forest has be ge Server 2007 -->

124 <assistantPhone label:

<msExchUMCperatorNumber lzbel="UM Operator Phone" type= taxt vizible="no" editable="yes" wvalidationFormat=""></m3ExchUMCperatorNumber>
<note visible="yes" message="Example: (808) 123 4567 or 808-123-4567 x4321" />
[ </telephones>

F|gure 40: The telephone section and the section teo

Button Labels and Messages

The buttons, help messages, and confirmation messzm also be customized. These are
customized in the AppSettings. XML file. Examplee ahown in Figure 41.
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50 <!-- Localize or customize buttons. —->

51 é <buttons>

52 <searchButton text="Search" />

53 <displayAllButton cexc="Display All" />

54 <gaveButton text="Save" /¥

=5 <saveAndCloseButton text="Save and Close" />

56 <resetButton text="Reset" />

57 <printButton text="Print" />

58 <closeButton text="Close" />

5 r </buttons>

60 <!-- The Confirmation message is the message the user sees when the successfully update. -->
61 <!'-- The Confirmation message appears on a separate page by default, but you can switch it to a PopUp window if desired. -->»
&2 = <updateConfirmation popup="no">

63 <message>Yom have successfully updated your information.</message>

&4 P </updateConfirmation>

65 <!-- Validation messages are used when you enable phone number format wvalidation. ——2>

66 H <validations headerText="*% Please correct the following error(s):">

67 <reguiredFieldValidation errorMessage="is reguired." />

68 <regularExpressionValidation errorMessage="is invalid." />

69 : </validations>

Figure 41: Localizing buttons and help messages

Customizing the Search / Main Page

Search filters allow the authorized Directory Masagser to narrow the scope of the users they
are looking for from the Active Directory. In a sknarganization, the entire directory may only
be a few users and this is not necessary, but organization with hundreds or thousands of
users, searching for a user becomes very important.

Defining Columns and Attributes Used in the Search Filters

The search filters are found across the top ofthim screen of Directory Manager; the default
(Display Name “starts with”) is shown in Figure 42.

Uzer Information Update Velcome Malcolm Reynolds

| Dizplay Name v| |Starls with v| | Search

Figure 42: Search filter option on the main screen

You can search on many possible attributes, byt @fimited number of fields are enabled by
default. The attributes that are enabled for seimdhde:

Display name (default)

Email Address

User Name

Department

Title Manager

Office Phone

By default, the same fields that are availableskarching are the fields that are enabled for the
search results, but this is also configurable.
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Display Name - Email Address Department Title Office Phone
8 Jaan Kulikowsky jkulikowsky @somorita.com  Investigations Chief Investigations Warrior +1 (415) 555-1235 -
8 Jacquenette Bernhaut jbernhaut@somorita.com  Claims Ultimate Claims Mascot +1 (415) 555-1235
8 lames Chai jchai@somorita.com Accounting g:'_';rci;nf Investigations +1 (415) 555-1235
8 Jami wilpon jwilpon@somorita.com Claims Chief Claims Assistant +1 (415) 555-1235
8 Jamima Bitterman jbitterman@somorita.com  Claims Elite Claims Mascot +1 (415) 555-1235
%3] Jan Dryml JanDryml @fourthcoffee.c...

Figure 43: The search results listing

Each column width is automatically sized to try amgplay all data in the
column. For fields such as an e-mail address ¢tbatt have a space) the
column will be the width of the largest addresswdwer, fields with spaces
may wrap in order to fit all the columns on theesgor.

The search fields and the fields that are displayedde search results are all controlled within
the <columns> tag of the AppSetings.XML file. Pairthis section is shown in Figure 44. The
following describes the options in each of theilattie tags:

TheheaderText option specifies the column labels.

Thevisible  option specifies if this attribute will be shownthe search results.
Thefilter option specifies whether or not you can searchgusiis attribute.
Theexport option specifies whether or not this attributel Wwé included in the Export
to Excel or Export to CSV option.

86 «<!—— Declare maximum search results - Larger results will slow performance - Page size is the items per page on search !
<!—— show n 1 display users with an Exchange mailbox. Set to "No" if your organization do¢
<userlist maxResults="200" page3ize="20" sortBy="displayName" showCnlyExchangeEnabledUsers="no" showDisabledUsers="no">

a H <columns>
S0 <personalTitle headerTexc="Personal Title" " filter="no" export="no" />
91 <firstName headerTexc="First Name" " filter="no" export="no" />
92 <initials headerText="Middle Initials" " filter="no" export="no" />
9 <middleName headerText="Middle Name" " filter="no" export="no" />
9 <lastName headerText="Last Name" " filter="no" export="no" />
9% <nameSuffix headerText="Name Suffix" " filter="no" export="no" />
9 <displayName headerText="Display Name" " filter="yes" export="yes" />
5 <email headerText="Email Address" " filter="yes" export="vyes" />
] <userName headerText="User Hame" " filter="yes" export="no" />
93 <company headerText="Company" " filter="no" expart="no" />
<office headerText="0ffice" " filter="no" export="no" />

01 <division headerText="Division" " filter="no" export="no" />

.02 <department headerTexc="Department"” " filter="yes" export="yes" />
<departmentNumber headerText="Department #" " filter="no" export="no" />
<title headerText="Title" " filter="yes" export="yes" />
<employeeID headerText="Employee ID" " filter="no" export="no" />
<employeslumber headerText="Employes #" " filter="no" export="no" />
<enployeeType headerText="Employee Type" " filter="no" export="no" /»
<manager headerText="Manager" wvizible="no" filter="yes" export="no" />

F|gure 44: Enabling search fields and fields to bdisplayed in the search results

Search qualifiers are the types of searches tmabegerformed. Directory Manager supports
four types of searches:

Starts with

Ends with

Contains

Equals
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You can change these labels or disable any of tipesiers in the AppSetting. XML file.
Locate the <qualifiers> tag; this is shown in Fegdb.

168 <gualifiers>

169 <starcsWith text="Starts with" vizible="yes" />
170 <endsWith text="Ends with" vizible="yes" />
171 <contains text="Contains" isibhle="yes" />
172 <equals text="Equals" vizible="yes" />
173 </qualifiers>

Figure 45: Changing or hiding search qualifiers

Note that if the user chooses the Equals qualsiech as shown in Figure 47, then the value text
box changes to a drop-down list. The drop-downdat is read from the

DirectorySettings. XML file; in the example in Figud6 the Department data is read from the
Department section of that DirectorySettings.XMk fi

W | Department ¥ | |Equals | YAccounting L Search
&3 Display A Accounting
Development

Display Name Email Address Department Engineering
8 Joann Wallis Jwallis@somarita.com Engineering Human Resources

8 Joel Howard Salez & Marketing

Figure 46: Choosing the Equalé search qUaIifier

Increasing the Width of the Search Screen / Main Pa ge

The Directory Manager search screen / main pagédées optimized to work on a screen size of
800x600. If your users have larger monitors andwould like the interface to stretch to fill the
size of the browser window, you can change thiediting thestyle.css  file. The

style.css file is found in thainetpub\wwwroot\DirectoryManager\Styles

folder. Locate the section callestainForm ; this is shown in Figure 47. Changédth:

760px; to width: 100%;  and this will allow the search page to size tortteximum size

of the browser window.

2 mainForm
2 {
margin: 0 antor
1lign: center;
132 /% For the full screen wversion, change the width to 100% */
width: TéDpx;

}
Figure 47: Increasing the width of the main page

Managing Export Features

Directory Manager allows you to export your seaesults to either an Excel spreadsheet or a
comma-separated value (CSV) file. You control whatthibutes / fields are exported using the
AppSettings.XML file. Within theccolumns> tag, each attribute is listed along with options
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that control whether the attribute is listed in tmescreen search results or is one of the search
filters. The final option is thexport  option; to include an attribute in the export Blet
export="yes” . An example is shown previously in Figure 44,

If you do not want the export options to appeatt@nuser interface, one or both options can be
disabled in the AppSettings.XML file. Locate thexporting...> tag; here you can change the
button labels as well as hiding either or both@mi See Figure 48 for an example.

181 | <!—— If export is enabled, the user can export the search results to an Excel spreadsheet. ——>

182 <!-- Cnly attributes listed above whose option export="yes" will be included in the export results. -->
183 <exporting enabled="yes" text="Export" fileName="UserList">

184 <options>

185 <exportToExcel text="Export to Excel" viszible="yes" />

186 <exportToCSV text="Export to CSV" vigible="yes" />

187 </options>

188 </exporting>

Figure 48: Enabling or disabling export options

The<exporting...> tag also allows you to specify the default filerafor the export file.

Applying Display Filters

By default, both Directory Manager and Directoraf will display all users and contacts in
the Active Directory domain in which you have capified a domain controller for Directory
Manager or Directory Search to use. The searchtsesill include all user accounts and
contacts for that particular domain. Figure 49 shtlve default Directory Search listing; notice
that there are some blank accounts and the Admatastaccount that are included in the default
listing.

=
(Q?’ Directory Search

User Information B Edit My Info | D Help
W | Display Name =] [starts with = | Search
& Display al B Export to Excel | Exportto CSV
Display Name = Email Address Department Title Office Phone
g >
8
& Aaron Hemphil Aaron.Hemphil@colonialmovers.int Development President (615) 555-1243
8  aaron Kelly aaron.kely@colonialmovers.int (808)
B Aaron McNel aaron.menel@mailxyzzy.com Research and Development Director of Research (808) 555-1234
&  Abby McDeere Abby.McDeere@colonialmovers.int Office of the President Number Six (615) 555-1243
8  Administrator Administrator@colonialmovers.int
8 Alex "Crashdown" Quartararo Alex.Quartararo@colonialmovers.int Ccc Combat Information Center Specialist x4321 -
4 »

Figure 49: Default search results

This may not produce the results you want for thersiof Directory Manager or Directory
Search as they probably don’t need to see sonfesétsystem-type accounts. We provide you
ways to either increase or decrease the scopees aad contacts that are returned. Options
include:
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List only user accounts (hiding contacts)

Show only user accounts that have an Exchange oxailb

List all users in the entire forest

Increase the number of users/contacts listed ggr pad the maximum number of users
Show or hide disabled user accounts

Exclude certain users (such as service accounta@mndhistrators) from the user listing
Display all users in a specific OU or under a sfieparent OU

Both Directory Manager and Directory Search cacusomized with all of the above features
with different options in the AppSettings. XML fil§/e recommend that you make a backup
copy of the AppSettings. XML file prior to editing i

Show Only Users with an Exchange Mailbox

In an environment with Exchange Server 2000/200B720ou may want to restrict the search
listing so that you only see Exchange mail-enablgédcts. Look for theuserList...>tag in the
AppSettings. XML file; this is shown i&rror! Reference source not found. Within this tag is
theshowOnlyExchangeEnabledUsers="naption; set this tag to “yes” so that the defdider
will only show user accounts that are mailbox oflveaabled. This works for both Directory
Manager and Directory Search.

Increase the Maximum Search Results and Search Resu  Its per Page

If you have more than 200 users in your Active Blioey, you will notice that Directory

Manager and Directory Search only queries a maxim200 users and displays those in scroll
pages of 20 users per page. An example of the nuofiliiems queried and the page size is
shown in Figure 50.

8  Alex "Crashdown" Quartararo Alex.Quartararo@colonialmovers.int
4
General |  Organization Address Telephones T \
Display Name

Figure 50: Viewing the maximum entries per page anthaximum search results

The maximum results per page and the maximum nuofisgarch results returned are both
configurable. Locate theuserList...>tag in the AppSettings.XML file (shown in Figuré.p
ThemaxResults="200"sets the maximum number of results an LDAP quellyr@urn from
Active Directory while thgpageSize="20"shows the number of search results per scroll-page

<!—— Declare maximum search results - Larger results will slow performance - Page size is the items per page on search
listing -->

har EnabledUsers will only display users with an Exchange mailbox. Set to "Ho" if your organization

<l-— 5.'.:'.40:'.'_.
does not use Exchange Server -->
<userlist maxResults="200" pageSize="20" sortBy="displayName" showlnlyExchangeEnabledUsers="no" showDisabledUsers="no">

F|gure 51: Controlling maximum search results and sarch results per page
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Directory Manager and Directory Search were desigmiéh the intent of actually searching for
a small number of users rather than returning heaslor thousands of search results. We
recommend you keep the maximum number of searciitsex 200 or less in order to prevent
your domain controllers from being overloaded. Hegre you can increase this value to 1,000
without any problems.

Microsoft hard-codes in to Active Directory the nmrawm number of LDAP results that will
be returned from a domain controller by defaulteiEyf you set thenaxResults="5000"
option, Active Directory will still only return 1 search results. However, this can also he
increased; see Microsoft Knowledge Base articldd315or information on how to use the
NTDSUTIL.EXE command to increase the maximum LDABuits returned by a domain
controller. Exercise caution if your domain conead are already overburdened or slow as
this may put a large additional load on them ifddtory Manager or Directory Search is
heavily used.

Hide Disabled User Accounts

By default, Directory Search will display all ussrcounts within the specific search criteria that
you specify whether the account is enabled or tesialn some organizations, this is a
requirement because resource accounts (confereanesy equipment resources, etc...) may
need to be displayed in the address book, but dtewunt is disabled.

You can change this behavior by locating fuserList...> tag in the AppSettings. XML file
(shown previously in Figure 51) and changingshewDisabledUsers="yes” option to
“no”.

Exclude Some Users from the Search Results

Directory Manager and Directory Search will enuntend display ALL user accounts in your
Active Directory by default. This includes servimesystem accounts, resource accounts, and
even trust accounts.

Both Directory Manager and Directory Search allaw yo exclude specific accounts from the
search listing. To configure this, you must firsable the account filer option and specify which
attribute you will use and what value on which yall exclude. This is done using the
<accountFilter...> tag (shown in Figure 52) in the AppSettings.XMlefiThe

enabled="no” option should be changed‘tges”.

48
47
48
49

Figure 52: Specifying how to exclude certain usercgounts

«I— If you have users (such as administrators or service accounts) that you do not want to show up in the lookup fields (Manager, Secretary, Assistant) —
<l-- or in the search listings you can specify an aftribute and a value for that atfribute. The default is extensionAttributel2 (Exchange installations only); -
<l if you put the text excluded in this attribute, it will be exluded from the listings, >

<accountFilter enabled="no" attribute="extensicnAttributel2" wvalue="excluded" />

By default, we use thextensionAttributelattribute (also known &ustom Attribute

11) in Active Directory; however this attribute WIINLY exist if you have prepped your forest
to support Exchange 2000/2003/2007. You can chdreattribute to any valid Active Directory
attribute such adescription, st, givenname,,rl. The final option in the

- Customizing the User Interface © 2009 - Ithicos Solutions




%d& Directory Manager

<accountFilter....> tag isvalue="excluded”. This specifies the text that you will
put in to the specific attributexXtensionAttribute1By default.) We use the teaxcluded” by
default, but you can change this to anything tloat want to use.

The exclusion textexcluded” by default, is not case sensitive.

Once you have configured Directory Manager or DogcSearch to use the account filter, you
can then populate this information in Active Digt For Exchange “mail-enabled” accounts,
you can simply use Active Directory Users and Corepgy locate the user account, and edit
extensionAttribute12 (found on the Exchange Advanced property pagds pgioperty
page is shown in Figure 53.

Figure 53: Editing a custom attribute using ActiveDirectory Users and Computers

If the user account that you need to exclude iswalt-enabled, you can either change the
attribute to some other attribute in Active Dirggtar you can use the ADSIEDIT.MSC console
(included with the Windows 2003 Support Tools). ABEBIT is a bit more difficult to use, but it
allows you to edit the exact same information (arade), but just in a more “raw” format.

If you look in Figure 54, you can see the editintgiface for ADSIEDIT. This is one other
option for editing user account information thatiy@annot edit in Active Directory Users and
Computers.
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Figure 54: Editing a user using ADSIEDIT

Organizational Unit / OU Filtering

Directory Search has the ability to set a baserzgéional unit §earchBaseOWr justbaseOUl)
from which to start searching. However, you caryaett ONE baseOU; you cannot combine
different searclhaseOUdogether. This works best if you have all of yasers and contacts
under a single OU in Active Directory. The resiooton setting a singleaseOUis a restriction
placed on us by LDAP.

You can also set the search filter so that youlisdall accounts or contacts in a specific OU.

By default, all user accounts in Active Directorg areated in the Users container; howevs
this is not a true OU and we cannot filter on tteetd container.

=

The best way to illustrate this feature is to use@ample. Look at the OU structure seen in
Figure 55. The DNS Active Directory nameconialmovers.intAll users and contacts are
found under th€orporateUsergoot OU.
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Figure 55: OU structure for an Active Directory

Display Only a Specific Parent OU

The first feature is how to tell Directory Managerd Directory Search to display only the user
accounts and contacts found under a specific a@HOU. This is theearchBaseOleature.

To enable this, locate tkuFilter..> tag in the AppSettings. XML file; this tag actualigs an
open tag<ouFilter..>) and a close ta@</ouFilter...>) and other tags and options within those
tags.

Figure 56: Setting a searchBaseOU

The example in Figure 56 enables the-ilter feature, sets the DNS domain name of the Active
Directory tocolonialmovers.inaind sets theearchBaseOWo “CorporateUsers”. This means
that all users and accounts below @mporateUserOU will be displayed. To merely set the
searchBaseOUyou do NOT need to enable any of the <OU...> optifmund below that tag.

Due to limitations in LDAP, we cannot initiate agle query across multiple
parent OUs. This filtering feature only works fosiagle parent OU.
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Searching for All Users in a Specific OU

Directory Manager and Directory Search allows ymsdarch and display all users in a specific
OU. However, we do NOT read the OU structure froative Directory; you must specify the

OU names AND a friendly name for each OU. Theséth@n appear in the search filter drop-
down list. Let’s look at another example. In thxsumple, we want the user to see ALL users and
contacts by default, but be able to list just teers in a specific OU using the search filter aptio
on the main Directory Manager or Directory Searabe

Notice in this example, we took the OU structura ik seen in Figure 55 and we are providing
an OU name (notice that they are in the formafafporateUsers/Battlestaand that the OU=
and DC= options are not necessary.) Further, ndtigewe provided a “friendly name” for each
OU name.

Figure 57: Creating filters by OU name

The resulting search function in Directory ManageDirectory Search will allow you to select
Organizational Unit as the search criteria and gesarch for users and contacts in one of your
specified OUs (see Figure 58.) However, if the @8reh is not specified, all users and contacts
in the entire directory; this is because we didspecify asearchBaseOU

Figure 58: Searching for all users in a specific OU

If you want asearchBaseOWAND the ability to then further search by a spied®U, then the
format of the AppSettings. XML file is a bit diffeme ThesearchBaseOlption sets the starting
point for the search, so all OUs must be undesé@@chBaseOWtarting point.

The AppSettings. XML example shown in Figure 59asftgured so that the search base is the
root-level OUCorporateUsersAND the user can also enumerate all of the useoné of the
sub-OUsBattlestar, Firefly, LAPDor Red October
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Figure 59: Setting a searchBaseOU and OU searchtéifs

Customizing the User Edit Page

Now we finally get to the real meat of the Diregtdanager application; that is customizing the
User Edit page. This is the page that authorizeddbry Manager users will use to update a
user’s information. A sample interface is showshown in Figure 60.

Figure 60: One possible configuration for the UseEdit page

Keep in mind that every label and every attributdtas screen can be customized, hidden, or
even validated. The administrator controls thestings via options in the
DirectorySettings.XML. Figure 61 shows another jadsesconfiguration of the User Edit
interface.
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Figure 61: Another possible configuration of the Usr Edit page

Major User Edit Sections

We have grouped the attributes/fields in the Usht iage together in a somewhat logical
group. Well, at least was logical to us when weiptdgether. Not all of these sections are even
visible by default, though. Table 2 shows the sactiand the individual fields (and Active
Directory / LDAP attribute names) found in that ts&a.

Table 2: Section names and attributes found in thasection

Section name Fields (attributes) available
General Personal title  (personalTitle)
First name (givenName)

Middle Initial  (initials)

Middle name (middleName)

Last name (snh)

Name suffix (nameSuffix)

Display name (displayname)
E-mail Address (email)

User name  (samAccountName)
Photo  (URL, thumbnailPhoto or jpegPhoto)
Organization Company (company)

Office  (physicalDeliveryOffice)
Division  (division)

Department  (department)
Department # (departmentNumber)
Title  (title)

Employee ID  (employeelD)
Employee # (employeeNumber)
Employee Type (employeeType)
Manager  (manager)

Assistant  (assistant and msExchAssistantName)
Secretary  (secretary)
Telephones Office Phone  (telephoneNumber)
Mobile Phone  (mobile)

Mobile Phone 2  (otherMobile)
Pager (pager)

Pager 2  (otherPager)

Home Phon (homePhone
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Home Phone 2 (otherHomePhone)

IP Phone (ipPhone)

IP Phone 2  (otherlPPhone)

Assistant Phone (telephoneAssistant)
UM Operator Phone  (msExchUMOperatorPhone)
Street address  (streetAddress)
Room# (roomNumber)

Post Office Box (postOfficeBox)

City (1)

State  (st)

Zip or Postal Code  (postalCode)

Country  (c, co, and countryCode)
Extension Attribute 1 (exiend\ttributel)
Extension Attribute 2 (extensionAttribute2)
Extension Attribute 3 (extensionAttribute3)

Address

Custom Attributes

Extension Attribute 4
Extension Attribute 5
Extension Attribute 6
Extension Attribute 7
Extension Attribute 8
Extension Attribute 9

(extensionAttribute4)
(extensionAttribute5)
(extensionAttribute6)
(extensionAttribute7)
(extensionAttribute8)
(extensionAttribute9)

Extension Attribute 10
Extension Attribute 11
Extension Attribute 12
Extension Attribute 13
Extension Attribute 14

(extensionAttribute10)
(extensionAttribute11)
(extensionAttribute12)
(extensionAttribute13)
(extensionAttribute14)

Extension Attribute 15
Description  (description
Web Page (wwwHomePage)
Notes (info)

(extensionAttribute15)

Additional Information

Note that many of the attributes found in Tableereot visible in Active Directory Users and
Computers nor the Exchange Global Address List (5GAbese are included in Directory
Manager because some line-of-business applicat@mnterface with Active Directory and use
these attributes. If you don’t know if you need goof these less common Active Directory
attributes, then you probably don’'t need them.

Each section can be hidden if you do not needdatat. Take for example the Additional
Information section shown in Figure 62, you can entiie section visible by setting the
visible="no” option tovisible="yes". Any section can be hidden or unhidden in this
fashion.

Figure 62: Additional information section from DirectorySettings.XML file

Standard Field Options in the DirectorySettings.XML file

Each attribute or field that we display on the Dicgy Manager User Edit screen as well as the
Quick View tab at the bottom of the search screeronfigured in the DirectorySettings. XML
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file. Each attribute is represented as a “tag’hm XML file. Let’s start with a very basic
attribute such as title. An example of the titlg e shown in Figure 63.

Figure 63: The title tag within the DirectorySettings. XML file

Each tag has a serious of options within the tdgst tags have a minimal set of options within
the tag. The basic options you will find include:
Label sets the label that is visible on the interfanghk case of the title tag, the “on
screen” field label will bditle.
Type sets the field type; we have two simple field tyfiest anddropdown )and
two more advanced typesombo andmaskedText )

Visible  makes the field visible on the interfasgs{ble="yes") or hides it from
the interface\(isible="no")
Editable makes the field editabledftable="yes") or sets it to read only

(editable="no” )

Notice also that the tag has an openirgtlé.....>) and a closing</title>). All
XML tags must have an open and a close. It is samylar to HTML but XML is less forgiving
if you forget to close a tag.

Where are the other options~If you have used previous versions of Directory
Manager or Directory Update, you may have seeregufew more options in

the XML file. We scaled back the default optiohattappear in each attribute
tag but you can still add additional options as wallisee soon. We scaled thesg
back to make the XML file a bit simpler for typidaktallations.

Defining a Field Type

Each field can either be a text box, drop-down @istmbo box, or a masked text field. The text
box, of course is the simplest, but unless some tfrvalidation rule is applied (we will cover
that a bit later), there is nothing to enforce dtads or control how the user enters the data.
Text boxes leave the formatting and data entrip¢odiscretion of the user.

Drop-down lists on the other hand allow the adntiatsr to enforce the entry of specific data in
to the fields.

- Customizing the User Interface © 2009 - Ithicos Solutions



Each possible value in the drop-down list mustitered in to the DirectorySettings. XML file.
Let’s take our title example shown previously iguiiie 63. The title tag opens and closes, but
there is no place within the open tag and the dlagé¢o enter values. The possible values in a
drop-down list have to be entered within #i#le...> open tag and the/title> close
tags. Each possible title value must be enteredinvé<value> open tag and €/value>

close tag. And the field type must be changed frgma="text” totype="drop”  down.
The new and improved title tag is shown in Figude 6

Figure 64: Creating a drop-down list for the title field

There a few important things to note about drop-a&sts:

- Directory Manager does *not* sort the list; it peass the list in the order that
you entered it in the XML file.
You cannot enter some special characters sucled&s tharacter in the XML
file. You must use an “entity reference code”. @& character, you would
use the&amp; text. Here is an examplesvalue>Sales &amp;
Marketing Manager</value>
If existing data is in the Active Directory attritey but it does not exist in the
drop-down list then it will not appear as a valiwce in the drop-down list.
The exception to this is if the field type is setype="combo”.
If you are concerned about the data following dpetrmats or users
selecting specific values, the drop-down list is tay to go. Combo fields
provide you similar capabilities, but do give treeuthe option of entering
their own information.

- Customizing the User Interface © 2009 - Ithicos Solutions



Advanced Field / Attributes Options
Directory Manager has some more advanced opti@s/tu can embed within a tag that will
help you better control or enforce data entry. €haslude:

Making a field required

Setting a default value

Providing an example or help text below the field

Making a field double wide

Making a field multi-line

Providing a masked text option

Using regular expression validation

Required / Optional Fields

You can make a field required by inserting withie tag theequired="yes” option. To
disable this option, either remove this text ortketvalue taequired="no” . Figure 65
shows an example where the title field is now resgli

Figure 65: Making the title field required

Setting a Default Value

Let’s say for example that most of your users dreighin a single business unit in your
company. The business unit name is stored in thgaay name field. The defaultValue option
can be added to the tag and a value name spedireexample of this is shown in Figure 66.

Figure 66: Adding a default value to a field

There a few important things to note aboutdbe&ultValue option:
ThedefaultValues option can be used with either text, drop-down, or
combo fields.

If the field type is set toype="dropdown” , then the value must also be ir
the drop-down list.

If you have only onelefaultValue to populate, you can set the field to
editable="no” and that default value will be populated.

Example / Help Text

- Customizing the User Interface © 2009 - Ithicos Solutions



Each field / attribute can have example or help dénectly below the field. This can provide
helpful instructions to the use on what shouldrbthe field. This text is different from the text
you will find on the bottom of each section.

To provide example or help text for a specificdieddd the example="Desired Text” to the tag’s
options. An example is shown in Figure 67.

Figure 67: Adding example or help text below a fiel

Double-wide Fields

In some cases, the data your users are enteringgxeagd the field length we provide in our
interface and the field width may need to be insegla While this is most useful with some of
the fields such as the Notes or Description fields have seen this requested for fields like Title
and Company.

To enable the double wide option, you need to addaoubleWide="yes”  option to the
attribute tag. An example of this is shown in Fg@B. To disable the feature, you can set
doublewide="no” or you can remove the option entirely.

Figure 68: Making the company field double-wide

Multi-line Fields

There are a few fields that hold larger amountexif that you might benefit from having a
multi-line field. Examples of this include the SttéAddress, Notes, and Description fields.
Multi-line fields allow the user to enter a cargageturn and have more than one line represented
inside the field. Of course this will only be ofrteit if the application reading the data from
Active Directory can also display multiple lines.
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To enable a field to have multiple lines, you havadd themultiline="yes” option to the
field’s tag. The Street Address field is a goodregke of a field that already has the multi-line
option enabled.

Figure 69: Example of the multi-line option for the Street Address

Troubleshooting

Regardless of how careful you are or how much e&pee you have with Active Directory,
Windows, and Internet Information Server, sometiméstakes happen, unexpected results
occur, or sometimes there are just bugs in theveodt (though we try hard to ensure that does
not happen!).

In this section, we will cover some of the commoolgbems that you might experience as well as
some common problems.

Steps to Troubleshoot a Problem

Almost always when someone contacts us for suppergsk a number of the same questions. If
you experience unexpected results with Directoryddger, here are some things to check:
1. Is the application working but giving unexpectesgulés or permissions errors?

a. Yes
i. Is the user in the authorized user’s grobpéctory Update Managers
by default)
ii. Does the service/proxy account have permissionpdate the object in
guestion?
b. No

I. Is the service/proxy account locked or been distble
ii. Has the service/proxy account’s password expired?
iii. Isthere an error in the XML file?
iv. Are the IIS Admin and Web services running?
v. Is the domain controller that Directory Manageussng up, running, and
responding to LDAP queries?
2. Is the user connecting to the right URL such as
http://servername.corp.local/DirectoryManger
3. Logon to the console of the server and try to heeapplication by typing
http://localhost/DirectoryManager

Common Problems

In this section, we will discuss some of the ma@shmon questions and problems that we
experience when testing Directory Manager or supppour customers.
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Installation Errors
By and large, there are a few issues that can qaoéems during installation.

If you experience an error that has no specificdpeson and if you are running on
Windows Server 2003, re-install the .NET Framew&fkpackage. Often this will
correct problems.

Make sure that the Web site in to which you argaiting Directory Manager (usually the
Default Web Site) is not redirected. You can chiéik on the Home Directory property
page. If the default site needs to be redirected,will need to temporarily change back
to “A directory located on this computer” until yéinish the Directory Manager
installation.

In IIS Manager under Web Services Extensions, nsake that ASP.NET 2.0.50727 is
set to Allowed

Errors When Using the Directory Manager Software

This section covers some of the common errorsitiagt occur when using Directory Manager or
common questions that may come up.

Changes | am making in Directory Manager don’t showup in the Global Address List
Directory Manager makes direct updates to the &dbwectory via LDAP. If changes are not
appearing in the Global Address List, use Activeebiory Users and Computers to see if the
change was made to the Active Directory. This [@mhis usually because users are using
Outlook 2003 or Outlook 2007 in local cache modasTneans that Outlook is using the offline
address book. It could be 24 to 48 hours beforéoOkidownloads the changes you just made.
To understand more about this process, see Midr&gbarticle 870926.
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