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Introduction to Directory Manager  
 
Microsoft’s Active Directory service is a key component in most organizations’ information 
technology infrastructure. Many applications may read or synchronize the data found in the 
Active Directory including Microsoft Exchange Server’s Global Address List feature, Microsoft 
Office SharePoint Server, and other key line-of-business applications.  
 
Keeping this information up-to-date and accurate can be a challenging task for any Information 
Technology (IT) department. Providing updated Active Directory information for the user’s is 
made more difficult by the fact that that the IT department is not the “data owner” for 
information such as telephone numbers, department names, titles, or addresses. IT may not be 
notified when any of this information changes for one of their users and thus the Active 
Directory becomes stale. Once the directory becomes stale, features such as the Global Address 
List become less useful for the end user.  
 
Directory Manager is a Web-based application written in C# and using the Microsoft .NET 
Framework that allows a designated use to edit user information in the Active Directory. Only 
authorized users can edit another user’s information. The administrator specifies which fields 
(aka attributes) can be edited and if validation is required for each field. Validation rules and 
drop-down lists can be applied to any field on the interface to help ensure the accuracy and 
consistency of the data that is entered. The authorized user edits the user’s information via a 
simple, friendly Web interface such as the one shown in Figure 1. Note that the user editing 
screen shown in Figure 1 includes both drop-down lists and text boxes.  
 

 
Figure 1: Editing a user's information 

 
 
 
 
 

There is no software that needs to be installed on the user’s computer. The 
user only needs the URL of the Directory Manager Web server, such as 
http://servername.corp.local/DirectoryManager  
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Depending on your organization’s size and structure, possible authorized users of Directory 
Manager might include: 
 

·  Human Resources 
·  Telephone supervisor 
·  Receptionist  
·  Departmental secretary or administrator 

 

Features 
Directory Manager has been designed with a couple of key goals in mind including providing 
you with the best possible Web-based Active Directory application that is simple to use, easy to 
install, but also reasonably priced. Most administrators can be fully functional and ready to have 
users working in the software within one or two hours of downloading the software.  
 
Key features in Directory Manager are intended to make the software both flexible, but powerful 
and ensure the data that is put in to the Active Directory is accurate and properly formatted. Here 
is a list of some of the features of Directory Manager that may be of use to you: 
 

·  Allows an end user to update user accounts in Active Directory with no additional 
permissions or rights.  

·  No client-side software required, just a Web browser and the URL of the Web server. 
·  Most of the interface can be localized and customized 
·  Fields can be hidden/invisible, editable/non-editable, and/or required/optional. 
·  Field types include drop-down lists, text fields, or combo.  
·  Field format validation can be used to require a specific format such as phone number 

format 
·  Fields can be multi-line or double-wide fields 
·  Each user’s photo can be uploaded in the Active Directory or stored as a URL  
·  Exchange Server custom attributes can be used.  
·  Simplified auditing can be enabled. 
·  The search screen can be customized 
·  Search results can be exported to Excel or a comma-separated value (CSV) file 

 

Limitations 
Directory Manager does have a few limitations, restrictions, and potential problems you should 
keep in mind when evaluating or deploying the software.  
 

·  Directory Manager is designed only for delegated management of users or contacts. The 
interface cannot be used for self-service administrator. Take a look at our Directory 
Update product for self-service features. 
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·  Only authorized users can use Directory Manager; a user is authorized to use Directory 
Manager by putting them in to the Directory Update Managers Active Directory group. 
If this group does not exist, you must create it. We do not check nested groups (groups 
that are members of this group.) The user must belong to this group.  

·  No additional user permissions are required to use Directory Manager; all Active 
Directory updates are performed by a single service/proxy account. If you need to 
segment which users or OUs an authorized user can edit, we do have a work-around for 
this.  

·  Directory Manager does not edit group membership 
·  The software is designed and developed using Microsoft technologies and to support 

Microsoft technologies. We test first with Internet Explorer 6.x and 7.x; we also test with 
Firefox 2.x and 3.x, but cannot guarantee compatibility with all non-Microsoft browsers 
due to the rapidly changing nature of the Web browser world.  

·  Directory Manager does not replace Active Directory Users and Computers; this interface 
cannot create or delete user accounts, reset passwords, edit home directory/user profile 
paths, or manage Exchange server specific attributes. 

·  Directory Manager is configured with a static domain controller / global catalog server; if 
that domain controller / global catalog server is down, Directory Manager will not work. 

·  When deploying on Windows Server 2008 / Internet Information Server 7.0; make sure 
that the IIS 6.0 compatibility component is installed.  

·  Telephone number fields have a maximum length of 40 characters 
·  Post office box and postal code fields have a maximum length of 30 characters 
·  The street address box has a maximum length of 250 characters 
·  All other fields have a maximum length of 64 characters. 
·  Usage auditing is limited; you can enable “last edit” and “last modified” auditing. This 

information is logged to the user’s Active Directory attribute.  
 

Licensing 
Directory Manager is licensed on a per-domain basis. If you have multiple domains in your 
Active Directory forest, you must have a license key for each domain and each domain must be 
configured using the Directory Manager Configuration wizard.  
 
With a domain license, you can install as many instances of Directory Manager within that 
domain as you require, you can have as many authorized users as you need, and your Active 
Directory can have any number of user accounts.  
 
 We urge you to evaluate Directory Manager prior to purchasing the software to 

ensure that it will perform all the functions you require. Directory Manager can be 
installed in evaluation mode and will be fully functional for 10 days. You can later 
enter a license to activate the software permanently.  
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The XML Files 
Most customizations to Directory Manager are performed in the DirectorySettings.XML and the 
AppSettings.XML file that is found in the Directory Manager folder found in the website’s root 
folder (example: C:\Inetpub\wwwroot\DirectoryManger\Settings folder). In almost cases, if 
you are upgrading from an earlier version of Directory Manager, you cannot keep your old 
version of the DirectorySettings.XML and the AppSettings.XML file. When upgrading you will 
need to copy and paste the information from the old file in to the new version’s 
DirectorySettings.XML and AppSettings.XML file.  
 
Note:  Always make a backup copy of the .XML files prior to making changes.  

 
In an effort to make configuration a bit simpler and also more compatible with our other 
products, we have separated the configuration in to 3 separate configuration files. These are all 
found in the \inetpub\wwwroot\DirectoryManager\Settings folder: 
 

·  AppSettings.xml is the master configuration file for the application. From the 
AppSettings.xml file, you can  

o Customize the Search interface 
o Localize the buttons 
o Localize the form/window labels 
o Customize your help messages and links 
o Specify search filters for the Manager, Assistant, and Secretary fields  
o This file is specific to Directory Manager and cannot be used with other Ithicos 

Solutions software packages.  
 

·  DirectorySettings.xml file is the configuration file for the fields that the user sees on the 
User Edit form. From this file, you can: 

o Hide/show fields 
o Change fields to drop-down lists or text boxes 
o Set a field to be required 
o Set a default value 
o Specify values for the drop-down lists.  
o This file can be copied and used with Directory Update and Directory Search 

 
·  AddressSettings.xml is the file that holds Address Sets data. From this file, you can 

enable Address Sets and enter information that corresponds to one of your drop-down 
lists in the DirectorySettings.xml file. This will allow a user to choose a field such as 
Office and have the mailing address information automatically populated.  
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Tips for Editing XML Files 
If you are new to editing XML files, here are some tips to keep in mind that will help you to 
make the necessary customizations: 
 

·  All XML “tags” must have an “open” tag and a “close” tag.  
o e.g. <value>Honolulu  Office</value>  

·  Make backup copies of the file you are editing 
·  Make a few changes at a time, then check your work.  
·  Some special characters are not allowed in XML or they are interpreted incorrectly. 

These include the &, <, >, “, and ‘ characters.  
·  Some DirectorySettings.XML, AppSettings.XML, AddressSettings.XML, and Sytle.CSS 

changes require that you logout and log back in to see the changes take effect.  
·  If all else fails and you have completely messed up your XML file, visit the Downloads 

page of our Web site. We have provided original files there for download.   
·  You can use Internet Explorer to check and see if your XML file has all of the necessary 

“close” tags for each “open” tag.  Just open the file in Internet Explorer. If you seen an 
error that includes “End tag ‘xxxxxx’ does match the start tag ‘xxxxx’”, then you know 
you have an open tag without a corresponding close tag.  

 

XML Editors 
If you are still editing your XML files using a boring editor like Notepad, we strongly urge you 
to download the free Notepad ++ editor. One of the most important things that you can do before 
you start editing XML files is to get yourself a good XML editor. Though XML files can be 
edited in a simple text editor like Notepad, we think you will agree there is a BIG difference. 
Figure 2 shows the DirectorySetting.xml file in NotePad.  
 

Do not fear the XML files. All customization and configuration for 
Directory Manager is done by editing the XML files. We do not have a 
graphical interface for customizing the interface however with a good 
XML editor, even the most inexperienced administrator will feel 
comfortable making changes to the XML files in just a few minutes.  
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Figure 2:  Editing an XML file using NotePad 

 
 
A good XML editor will make editing our XML files much easier because the comments, tags, 
and options are color coded. This makes makes common errors such as not closing a tag much 
easier to find. You can find Notepad++ at:  
http://notepad-plus.sourceforge.net/uk/site.htm.  
 
The software is free but works as well as any low-cost commercial editor. Figure 3 shows 
Notepad++ editing the DirectorySettings.xml file; if you are viewing the documentation online 
or it has been printed in color, you can immediately tell that there is a significant difference.  
 

 
Figure 3: Using Notepad++ to edit XML files 
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You may find Notepad++ useful for editing other files such as text or HTML files, too. This 
editor is safe to install on any Windows Server or you can use it from your workstation.  
 
Our developers also like the JEdit editor because it allows you to have a side-by-side view of two 
different versions of a file. This free editor can be downloaded from http://www.jedit.org/. Note 
that this editor requires the Java runtime software which may not be installed on your servers. 
Therefore, we recommend using JEdit from your workstation only, rather than installing it on 
your Windows Web servers.  
 

Installation 
For most experienced Windows system administrators, Directory Manager is easy to install and 
get up and running very quickly. Experienced Windows and Internet Information Server (IIS) 
administrators can usually get Directory Manager installed and customized within an hour or 
two.  
 
However, even inexperienced administrators can Directory Manager running by following the 
instructions closely and ensuring the prerequisites are met.  
 

Requirements 
Meeting all of the requirements for installing Directory Manager will ensure a smooth 
installation and reliable operations. While the next few pages may seem a bit intimating and 
long-winded, meeting these requirements is not difficult or time-consuming.  

Windows Server Requirements 
Prior to installing the Directory Manager application, the administrator must designate a 
Windows Server on which this Web application will be installed. This server can be a domain 
controller or a member server. The following are the requirements: 

·  Windows Server 2003 Service Pack  (SP) 1, Windows 2003 R2, Windows 2003 SP 2, or 
Windows Server 2008  

·  IIS World Wide Web Service must be installed 
·  IIS must be in IIS 6.0 mode and application pools must be available. For Windows Server 

2008 / Internet Information Server 7.0, you must enable the IIS 6.0 compatibility mode.  
·  The ASP.NET component of the Windows Application server must be enabled 
·  The .NET Framework v2.0 must be installed 
·  ASP.NET v2.0.50727 Web Service Extension must be allowed in the IIS Web Services 

Extensions container  
·  The Windows server hosting Directory Manager must be a member of the Active 

Directory and it should be in the same location as the domain controller it is configured to 
use.  

·  A service/proxy account must be created… 
o The service account password should have a strong password 
o The service account password must not expire 
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o The account must have the permissions necessary to update the user accounts it 
will be required to update. The best way to accomplish this is to make the account 
a member of the domain’s Account Operator’s group. Domain Admins group 
membership will grant excessive permissions and is not necessary in most cases. 

·  The administrator installing the Directory Manager application must be a using a domain 
account and be member of the local Administrators group on the computer on which 
Directory Manager is being installed 

·  SSL (secure sockets layer) is recommended, but not required. If you do not use SSL, then 
this application should only be visible from within your own intranet, since user 
information will passed over your network in clear-text.  

 
 
 

 
 
 
 
While not required, we recommend that the Directory Manager application be on its own 

web server. While it should interoperate fine with other web-based applications, all of our testing 
has been on an IIS server running on a domain controller or a member server and using the 
Default Web Site. The following are some examples of environments in which we have tested 
Directory Manager and found it to work just fine:  

·  Windows 2003 domain controllers 
·  Windows 2003 member servers 
·  Windows 2008 member servers 
·  Exchange Server 2003 servers 
·  Exchange Server 2007 servers 
·  Any virtualized machine using VMWare or Microsoft HyperV-based technology 

Service / Proxy Accounts 
When installing Directory Manager, you are required to provide a service/proxy account. 
Technically, this account is not a service account since there is no running service on the Web 
server; the server-side component uses this account to authenticate (via Kerberos) to Active 
Directory in order to make changes. Technically this account is a proxy account though we tend 
to call it a service account since that is a better understood concept.   
 
All updates to the Active Directory are made within the security context of this service account, 
not within the security context of the user that is currently logged in. This is by design, as the end 
user does not have sufficient permissions to update all of the necessary Active Directory 
attributes.  
 
However, we  also have found that many times Directory Manager is configured to use a service 
account that has more permissions than are necessary (making it a member of, for instance, the 
domain’s Domain Admins or local Administrators group). For simplicity’s sake, we recommend 
creating a service account and making it a member of the domain’s Account Operators group.  

We strongly urge you not to install Directory Update on the same IIS virtual 
Web site as any version of Microsoft SharePoint. SharePoint will “take control” 
of any virtual directory or Web page on the virtual Web site. We recommend a 
separate virtual Web site or a separate Windows Server though there are work-
arounds for this issue.  
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Note that Account Operator accounts cannot modify attributes of any user account that is a 
member of any of the operators groups, Administrators, or Domain Admins. This is a built-in 
security feature of Windows. But then, you should not need to use Directory Manager for admin-
level accounts because they are only used for administrative purposes and do not have 
mailboxes, right? �   The principle of least permissions is inconvenient, but important! 
 

Least Permissions 
Note that for most organizations, making your service/proxy account a member of the Account 
Operators group will be entirely sufficient for your needs. Further restricting the service/proxy 
account is possible, but only recommended if you are an advanced-level Active Directory 
administrator. This “Least Permissions” section is intended only for a small subset of our 
customers.  
 
At a bare minimum, the service/proxy account only needs permissions to modify the attributes 
that will be visible in the Directory Manager. This does not require Account Operator 
permissions or even permissions to the entire domain. You can configure an account that has 
only the permissions necessary to modify the attributes that you want users to modify. The 
following is a quick tutorial on setting up a service account that has only the necessary 
permissions. The group and user names are just for illustrative purposes; you can use whatever 
you want. 
  

1. Create an Active Directory security group called DirectoryManagerSecurity 
2. Create an Active Directory user called SVC_DirectoryManager 
3. Make the SVC_DirectoryManager user a member of the DirectoryManagerSecurity 

group 
4. Using Active Directory Users and Computers, highlight the organizational unit (OU) that 

contains the users that will be managed using Directory Manager. Right click on this OU 
and run the Delegate Control wizard. 

5. Click Next on the welcome page 

Members of the Active Directory Account Operators group can ONLY 
update normal end users. Not contacts and not other Operator or 
Administrative users.  
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6. On the Users or Groups page, add the DirectoryManagerSecurity group as shown in 
Figure 4. Click Next. 
 

 
Figure 4: Selecting the user or group for the Delegation of Control Wizard 

 
7. On the Tasks to Delegate page, select the Create A Custom Task To Delegate radio 

button.   
8. On the Active Directory Object Type page (shown in Figure 5), select the Only The 

Following Objects In The Folder radio button. Scroll through the list of objects until you 
find the User object and check the checkbox next to User Objects. Do not select the 
Create Selected Objects In This Folder or the Delete Selected Objects In This Folder. 
Click Next when finished.  

 

 
Figure 5: Delegating permissions only to User objects 
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9. On the Permissions page (shown Figure 6), select the Permission types shown in Table 1. 

Click Next when finished. 
 

 
Figure 6: Selecting permissions assigned for least permissions service account 

 
10. Click Finish to complete the Delegation of Control Wizard. 
11. Repeat this process for other parent-level OUs in your Active Directory that contain users 

that will be using Directory Manager.  
   

Active Directory permissions can also be delegated in groups called Property Sets. Property Sets 
allow you to delegate a number of individual permissions very easily since the set includes a 
number of different properties. For more information on Property Sets, see this reference on the 
Microsoft Developer’s Network: http://preview.tinyurl.com/yemldt.  
 
We have included in Table 1 the property sets that we recommend delegating. When you 
delegate all of these property sets, the service account will have sufficient permissions to update 
all of the necessary attributes. If you have scaled back the Directory Manager user interface so 
that there is are only a few exposed attributes, you will not need all of these property sets. 
However, if you use additional features of Directory Manager such as the extension attributes 
(Custom Attributes), then you may need to delegate more permissions for your implementation 
of Directory Manager.  
 
 Table 1: Property set permissions used for least permissions assignment 
Permission Property Set Includes 
Read and Write General Information Includes display name and country code 
Read and Write Personal Information Includes address information and all telephone 

numbers 
Read and Write Web Information Includes web page attribute 
Read and Write Public Information Includes first name, last name, manager, 
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department, and title 
 
 
 

Installing Directory Manager 
Ensure that you meet the system requirements prior to starting; missing prerequisites is the 
number one reason that Directory Manager generates errors during or after the installation. The 
license key, domain controller, and service account information can be changed or updated after 
installation is completed, but they must be validated during the installation process.  
 
 

 

 

Selecting a Domain Controller 
The installation program requires a domain controller; Directory Manager does not dynamically 
discover domain controllers. The domain controller must also be a global catalog server. The 
domain controller should be on the same network as the Web server that hosts Directory 
Manager.  
 

Installing the Directory Manager Software 
Copy the installation file (DirectoryManager.msi) to a local directory on the Windows Server on 
which you are planning to install the software, such as the C:\TEMP folder. 

 
1. Double click on the DirectoryManager.MSI 
2. Click Next on the Welcome to the Directory Manager Setup Wizard screen 
3. Review the license agreement, choose I Agree, and click Next. 
4. On the Select Installation Address page (Figure 7), specify the name of the virtual 

directory that will be created in Internet Information Server (IIS) and the default web site. 
The default virtual directory name is DirectoryManager  and the default Web site is 
Default Web Site; these defaults are sufficient for most all installations. When finished, 
click Next twice.  

Latest software? Prior to proceeding with the software installation, we 
recommend downloading the latest version of the Directory Manager installer 
from our Web site. This will ensure that you have the latest updates. Software 
can be found in the Downloads section at http://www.ithicos.com.  
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Figure 7: Setup Installation Address options 

 
5. On the Directory Settings property page (shown Figure 8), enter the domain controller / 

global catalog server name, the Active Directory DNS domain name (such as 
somorita.com or volcanosurf.local), the service account, and the service account 
password. The service account should include the NetBIOS domain name in front of the 
service account; this is the pre-Windows 2000 compatible logon name format. 

 

 
Figure 8: Setup Directory Settings options 

6. Click the Test Directory Settings to verify that the domain controller is responding.  Click 
OK on the Test Completed Successfully dialog box and click Next when completed. 
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7. If installing a licensed version, on the License Information screen (see Figure 9), enter 
your company or organization name and the license key that you received when you 
purchased your software. It is best to cut and paste this information in order to ensure that 
the license key and the organization name are entered exactly as they were issued. We 
recommend cutting and pasting the license key and organization name. Click Next. Skip 
to Step 9 if this is a licensed version.  
 

 
Figure 9: Customer Information screen 

 
 
 
 

 
8. If installing an evaluation version, enter your organization name and leave the license key 

blank and check the Evaluation Version checkbox as shown in Figure 10. Click Next to 
proceed. 

 

Note: License keys are issued based on your company/organization and the DNS 
domain name of your Active Directory. Please ensure the accuracy of this information.  
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Figure 10: Installing an evaluation version 

9. When installation is completed, click Next at the Directory Manager Installation 
Checklist screen, then click Close.  
 

Congratulations, you have installed Directory Manager.  
 

Post Installation Tasks 
The next series of steps are here just to make sure that Internet Information Services is 
configured properly to support an application that uses ASP.NET and the .NET Framework v2.0.  
These tasks may not be required for your particular configuration.  
 
Of course, you will need to customize the application once you have got it installed. The default 
XML files that are installed are generic and intended only as a template for you to use.  

 
·  Create the Directory Update Managers group in Active Directory (shown in Figure 11.) 

Add the authorized Directory Manager users to this group. This group needs NO special 
rights or permissions. This group can be a global or universal group; it does not need to 
be mail-enabled. This group can be in any organizational unit (OU). 
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Figure 11: Verifying the Directory Update Managers group exists 

 
If you do not create this group and add the authorized users to the group, no one will be 
able to use the Directory Manager application. When a user attempts to logon and is not a 
member of this group, they will see a message similar to this: You are not authorized 
to use Directory Manager. An example of this is shown in Figure 12. 
 

 
Figure 12: Logon error for unauthorized users 

 
·  For Windows 2003 servers, open IIS Manager, open the web site on which the Directory 

Manager application has been installed and display the properties of the 
DirectoryManager  virtual directory. Examine the ASP.NET property page (shown 
in Figure 13) and confirm that the ASP.NET version is 2.0.50727. If it is not, change it in 
the drop-down list.  
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Figure 13: ASP.NET version must be the 2.0 version 

 
·  For Windows 2003 servers, in IIS Manager, navigate to the Web Service Extensions 

folder and verify that the web service extension ASP.NET v2.0.50727 is set to Allowed 
(see Figure 14.) If it is not, highlight it, right click, and select Allow. 

 

 
Figure 14: Ensuring that ASP.NET v2.0 is allowed 

 

·  If your Active Directory forest has more than one domain, you will need to instruct 
Directory Manager to use a Global Catalog server for lookups such as the Manager field. 
In the AppSettings.XML file, locate the <lookupFields…>  tag and set the 
useGlobalCatalog=”no”  option to useGlobalCatalog=”yes”. This tag is 
shown in Figure 15. 
 



 
 

23 Installation                                            © 2009 – Ithicos Solutions 

 

 
Figure 15: Enabling Global Catalog server lookups 

 
·  If you have Exchange in your organization and you want lookup fields to show only users 

with mailboxes, in the AppSettings.XML file locate the <lookupFields…> tag and 
set the showOnlyExchangeEnabledUsers=”no”  to 
showOnlyExchangeEnabledUsers=”yes”.  This is shown in Figure 15. 
 

·  If installing Directory Manager on a domain controller, you will need to verify 
permissions on the .NET Framework.  Browse to the 
C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727  folder in Windows 
Explorer. Right click on the Temporary ASP.NET Files  folder and assign the 
NETWORK SERVICE account Modify permissions to the Temporary ASP.NET Files 
folder. This is shown in Figure 16. The NETWORK SERVICE must have Modify, Read 
& Execute, List Folder Contents, Read, and Write permissions to this folder.  
 

 
Figure 16: Permissions for Temporary ASP.NET Files 

 
·  If using the Photo feature to upload user’s photos to the Active Directory, you will need 

to ensure that the NETWORK SERVICE user has Modify, Read & Execute, List Folder 
Contents, Read, and Write permissions to the 
c:\inetpub\wwwroot\DirectoryManager\Photos  folder. Directory Manager 
uses this as a temporary storage location when uploading photos to the Active Directory. 
The permissions should look similar to those shown in Figure 16. 
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·  Test Directory Manager to ensure that the application is functional.  You can access the 
application via a URL similar to this (if the default virtual directory is used. This also 
assumes the Web server is called yourserver.corp.local: 
    http://yourserver.corp.local/DirectoryManager  
 

·  Customize the application by editing the AppSettings.xml, DirectorySettings.xml, and 
AddressSettings.xml files. If you are currently using Directory Update v1.7, you can copy 
the DirectorySettings.XML file from that application if you so desire.  

 

Specialized Installations 
For most organizations using Directory Manager, the previous installation steps will get you up, 
running, and ready to customize the XML files necessary to use the organization within your 
company.  
 
However, some organizations may have some specialized requirements for Directory Manager 
that are not handled by the default installation.  

Adding Additional Domain Instances 
Directory Manager allows you to manage more than one Active Directory domain within the 
same forest by adding additional domain instances. When more than one domain is configured, 
the authorized Directory Manager user will see a domain drop-down list at the top of the Search 
screen that allows the user to search for users in other domains. The user must search each 
domain separately; we do not perform a cross-domain search for user accounts.  
 
For each additional domain, you need the following:  

·  A Directory Manager license key for the additional domain 
·  A domain controller / global catalog server in the additional domain 
·  A service account that has permissions to modify users in the additional domain 

 
To add an additional domain instance, follow these steps: 
 

1. Run the Directory Manager Configuration wizard (Start -> All Programs -> Directory 
Manager -> Configuration 

2. On the Please Select A Task page (shown in , select Add A New Domain Instance and 
click Next 
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Figure 17: Creating a new domain instance of Directory Manager 

 
3. On the Directory Settings page, provide the domain controller, domain, and service 

account information as shown previously in Figure 8, click the Test Directory Settings 
button, then click Next.  

4. Provide the company/organization name and the license key on the License Information 
screen (shown previously in Figure 9) and then click Next. 

5. Click the Finish button.  
 

 

Adding Different Configuration Instances or Segment ed Instances 
Some organizations may have a need for different sets of authorized users to edit different users 
or they may need to see different configuration screens.  One example of this might be if the 
Human Resources department needs to update department, title, address, and manager 
information using Directory Manager while the telephone system manager might need to update 
only the phone numbers. 
 
 
 
 
 
Another example of this is when the Marketing Department admin assistant needs to update only 
the users in the Marketing OU while the Sales Department admin assistant needs to update only 
users in the Sales OU.  
 
By default, Directory Manager allows any authorized user to update any attribute that is visible 
and editable on the user interface. The interface cannot be different depending on what type of 
user you are.  Group authorization, drop-down lists, attribute configuration, configuration data, 
and interface configuration data is stored in the XML files that are installed with Directory 

The typical organization using Directory Manager can skip this section as it will 
not be necessary for your installation.  
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Manager and later customized by the installer. A user is authorized to use Directory Manager by 
creating a group in Active Directory called Directory Update Managers and then putting that 
user that needs to use Directory Manager in the Directory Update Managers group.  
 
Permissions to update a user or contact object in the Active Directory is given, not to the user, 
but to the service or proxy account that is specified during the Directory Manager installation. 
The service or proxy user is usually made a member of the domain’s Account Operators group 
but permissions can be further restricted.  
 
By default, Directory Manager will allow the authorized user to view and update any user 
account anywhere in the Active Directory domain. The limit of this, of course, is that the proxy 
account must have the necessary permissions to update the user or contact. For example, if the 
service or proxy account is a member of Account Operators, then Domain Admin and “operator” 
users cannot be updated. This is a built-in feature of Windows. 
 
In order to work around this issue, you (the administrator) can create multiple instances of 
Directory Manager (at no additional charge beyond the domain license) and configure each 
instance with different fields to be available or to only view a specific OU using the filtering 
functions.   
 
The Sales Department admin assistant would be given a URL such as this: 
http://servername.corp.local/DirectoryManager-Sales 
 
The Marketing Department admin would be given a URL such as this: 
http://servername.corp.local/DirectoryManager-Marketing  
 
Two different configuration instances of Directory Manager would be created. An OU filter 
would be applied to each instance’s AppSettings.XML file and different authorized groups 
would be defined in the AppSettings.XML file.  
 
We call this feature a segmented installation or different configuration instances.  
 
Let’s say that the organization show in Figure 18 requires a different administrator for the 
Battlestar OU and a different administrator for the Firefly OU.  
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Figure 18: Example organizational unit structure 

 
The design and security model for Directory Manager makes this a bit more difficult, but it is 
possible. The catch is that you must run two different instances of Directory Manager however 
there is no additional software licensing to do this. Here is an example of the high level steps to 
do this for the Battlestar OU; these steps assume that you have already installed the Directory 
Manager: 

1. Create an Active Directory security group called Battlestar Directory Managers. 
2. Add the authorized managers for the Battlestar OU to the Battlestar Directory 

Managers group.  
3. Copy the c:\inetpub\wwwroot\DirectoryManager  folder to 

c:\inetpub\wwwroot\DM-Battlestar  
4. Using IIS Manager, create a new virtual directory on the default Web site called DM-

Battlestar 
5. Edit the AppSettings.XML file found in c:\inetpub\wwwroot\DM-Battlestar  so that 

this instance of Directory Manager only shows users under the 
\CorporateUsers\Battlestar OU and so that only members of the Battlestar Directory 
Managers group can use this instance.  

6. Customize the DirectorySettings.XML file found in the c:\inetpub\wwwroot\DM-
Battlestar  for the users in that OU.  

7. Give the URL http://servername/DM-Battlestar to the authorized users of Directory 
Manager  

 
This process works for a couple of different reasons. First Directory Manager is a Web 
application can uses the configuration files found in the local directories under the virtual 
directory. Second, the AppSettings.XML file allows you to configure a filter so that only users 
under a specific OU will be shown.  
 
This additional instance of Directory Manager will use the configuration files found under 
c:\inetpub\wwwroot\DM-Battlestar  but it will use the same service/proxy account that was 
configured during the initial installation.  
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A couple of the above steps require some additional explanation in order to get right. The first, 
and simplest of these, is to add the Battlestar Directory Managers group to the 
AppSettings.XML file. Locate the <authorizedUserGroups> section (shown in Figure 19) of the 
AppSettings.XML file and add this group to that section. Note that you can only use security 
groups here, you cannot code individual user accounts in to this section.  
 

 
Figure 19: Adding an additional authorized users group to the AppSettings.XML file 
 
You must apply a filter to the AppSettings.XML file so that only the http://servername/DM-
Battlestar instance of Directory Manager will only show the users from the 
/CorporateUsers/Battlestar OU. This step is also performed in the AppSettings.XML file in the 
<ouFilter…> section. Locate this section and ensure that the DNS domain name is in the domain 
property and that the explicit OU name is entered in the searchBaseOU. An example of this is 
shown in Figure 20. 
 

 
Figure 20: Configuring an OU filter for a single OU 
 
After configuring the AppSettings.XML file to show only a single OU of users and to restrict the 
use of this instance Directory Manager to just a specific set of users, the next step is to create an 
additional virtual directory in IIS Manager so that users can access the new URL.  
 
In IIS Manager, open up Web Sites and Default Web Site (or whichever web site you want this 
instance to run on) and right click. Then choose New -> Virtual Directory. The click Next. In the 
Alias box (shown in Figure 21), type in the name of the virtual directory (in this case DM-
Battlestar). 
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Figure 21: Configuring the virtual directory name 

 
The virtual directory alias is used as part of the path in the URL (eg http://servername/DM-
Battlestar)  
 
Click Next to enter the path to the folder that contains the application’s files. Figure 22 shows the 
path for this particular virtual directory; in this case c:\inetpub\wwwroot\DM-Battlestar .  
 

 
Figure 22: Specifying the path for the virtual directory's files 

 
Click Next to move on to the Virtual Directory Access Permissions page of the wizard (shown in 
Figure 23). Here you must make sure that the Read and the Run Scripts (such as ASP) 
checkboxes are checked).  
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Figure 23: Defining virtual directory permissions 

 
When you have selected Run and Run Scripts, click the Next button and then click the Finish 
button to create the virtual directory. Now you will see a new virtual directory called DM-
Battlestar under the Default Web Site. Right click on the DM-Battlestar virtual directory do the 
following: 

1. On the Documents page, make sure that the Default.ASPX is available 
2. On the ASP.NET page, select ASP.NET version 2.0.50727 

 
The new instance of Directory Manager should now be ready to be used. You can repeat this 
process for additional virtual directories that you may require. 
 

Defining an Additional Application Pool 
One really useful feature of Internet Information Server 6.0 is called an Application Pool. Unlike 
previous versions of IIS where all web-based application ran in the same memory space, IIS 
allows you to define separate application pools that are each serviced by a separate set of worker 
processes. This helps you to isolate different web applications so that one application that might 
misbehave or need to be recycled by IIS does not affect others.  
 
When Directory Manager is installed, it will use the application pool that the root of the Web site 
is using. This is usually the DefaultAppPool and does not need to be changed. 
 
However, if the Web server is hosting other Web applications, we recommend that you create a 
separate application pool for Directory Manager. To do this, open up the Internet Information 
Server Manager program, open the Application Pools folder and right click on the Application 
Pools folder. Choose New -> Application Pool and then when you see the Add New Application 
Pool dialog box (shown in Figure 24), name the application pool something like 
DirectoryManagerAppPool and click OK. 
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Figure 24: Creating a new Application Pool for Directory Manager 

 
Once the application pool is created, open up the Default Web Site (or whichever web site 
Directory Manager is installed), right click on the DirectoryManager virtual directory and 
choose properties. On the Virtual Directory Property page (shown in Figure 25), select the drop-
down list to the right of the Application Pool label and select DirectoryManagerAppPool (or 
whatever you called the application pool. 
 

 
Figure 25: Configuring the DirectoryManager virtual  directory to use a specific application pool 

 
 

Customizing the Authorized Users  
By default, when a user logs in to Directory Manager, the software checks Active Directory to 
see if the user is a member of the Directory Update Managers group. However, if you already 
have a group that you would like to use, you can add that to the Directory Manager 
configuration. The AppSettings.XML file has an <authorizedUserGroups> section that allows 
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you to define your own pre-existing groups. This section of the AppSettings.XML file is shown 
in Figure 26. 
 

 
Figure 26: Adding the Human Resources Group to the list of authorized users 
 
Note that you cannot add users to the list shown in Figure 26, only groups. Further, groups 
cannot be nested as the software only verifies if the user is in the group specified.  

Changing Domain Controllers, Service Accounts, or L icense Keys 
At some point, you may need to perform some basic maintenance on the domain controller, 
service account information, or the licensing information. Possible examples include: 

·  Changing the domain controller / global catalog server name 
·  Changing the domain name (requires a new license key) 
·  Changing the service/proxy account that is being used 
·  Changing the service/proxy account’s password 
·  Switching from evaluation to licensed mode 

 
The Directory Manager Configuration wizard (Start -> All Programs -> Directory Manager -> 
Configuration) allows you to edit existing instances of Directory Manager or add a new domain 
instance (as shown previously).  To edit an existing installation instance, launch the 
Configuration wizard and select Edit An Existing Domain Instance option on the first screen 
(shown in Figure 27.) 
 

 
Figure 27: Adding a new domain instance or editing an existing one 
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Once you have selected to edit an existing instance, you will see the list of currently configured 
Directory Manager domain instances such as in Figure 28. Pick the correct domain from the list 
and click Next.  
 

 
Figure 28: Choosing the domain instance to edit 

 
The Directory Settings page of the Configuration Wizard is where you can change the domain 
controller name, service account, and/or the service account password. An example of this is 
shown in Figure 29.  
 

 
Figure 29: Editing the domain controller and service account information 

 
A couple of common mistakes that occur when editing the domain controller or service account 
information include: 

·  In the Domain Controller / Global Catalog Server box, entering the fully qualified 
domain name of the server (e.g. servername.corp.local ). You must ONLY enter 
the server’s host name, such as servername .  
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·  Forgetting to include the Pre-Windows 2000 compatible domain name (e.g. the NetBIOS 
name of the domain) with the service account. The proper format is domain\username. 

 
The final screen of the wizard is the License Information screen (shown in Figure 30) where you 
can change the license key or switch from evaluation to licensed mode.  
 

 
Figure 30: Updating licensing information 

 
Some common problems that occur when entering the license information include: 

·  The Organization Name must match exactly with the name you provided us when we 
generated your license key.  

·  The DNS domain name of the Active Directory domain must match exactly with the 
domain name you provide us when we generated your license key.  

·  Typographical errors when entering the license key. We strongly urge you to copy-and-
paste the license key from the e-mail or document we provided you to eliminate errors.  

 

Using Integrated Windows Authentication Instead of Forms-Based 
Authentication 
By default, when a user connect to the Directory Manager URL (e.g. 
http://servername.corp.local/DirectoryManager), the user is presented with a logon form. This 
logon form uses IIS’s forms-based authentication feature; the logon form is customizable to your 
own needs. You can add your own text or logo if you desire. An example of the logon page is 
shown in Figure 31. 
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Figure 31: Logon form example 

 
However, you may simply want the user to automatically logon using the IIS / Internet Explorer / 
Windows feature called Integrated Windows Authentication. This can make using the application 
much more convenient for the end user. In order for Integrated Windows Authentication (IWA) 
to work, a few requirements must be met. If they are not met, when the user connects to the 
Directory Manager URL, they will see a logon box such as the one shown in Figure 32.  
 

 
Figure 32: Logon prompt if Integrated Windows Authentication is not supported 

 
In order for Windows Authentication to work properly, there are a few conditions that must met; 
this conditions include: 

·  The user must be using Internet Explorer 5.x, 6.x, or 7.x 
·  The user’s computer must be a member of the domain 
·  The user must be logged on with a domain account 
·  Internet Explorer must see the server name or the server’s domain name as part of it’s 

Local Intranet trusted sites list.  
 
Experienced IIS admins may think that you can change this on the Security properties of the 
virtual directory using IIS Manager, but you cannot. We use the Web.Config  file which will 
override any settings applied to the virtual directory.  
 
To enable Directory Manager to use Integrated Windows Authentication, you must edit the 
Web.Config  file found in the c:\inetpub\wwwroot\DirectoryManager  folder. 
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Locate the section authentication section of the Web.Config  (shown in Figure 33.) Change the 
<authentication mode=”Forms”> to <authentication mode=” Windows ”>  and save the file.  
 

 
Figure 33: Viewing the Authentication section of the Web.Config file 

 
Note that you cannot have both Integrated Windows Authentication and Forms-Based 
Authentication enabled on the virtual directory at the same time.  
 

Customizing the User Interface 
Directory Manager has been designed to be generic enough for most any organization to use 
while allowing the administrator the maximum degree of flexibility and customization possible. 
We have tried to keep the configuration as simple as possible. 
 

Components of the User Interface 
Before we start on the actual tasks of customizing the Directory Manager user interface, let’s 
look at the major components of the application and some examples in the interface.  

Logon Page 
The logon page is enabled by default, but optionally Forms-Based authentication can be used 
instead. Much of the logon page can be customized and tweaked to your organization’s 
standards. A sample of the logon page is shown in Figure 34. All of the text on the logon page is 
customizable, the logo can be changed, and the domain drop-down box is optional. 
 
The logon page is customized in the AppSettings.XML file.  
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Figure 34: Logon page components 

 

Search Page 
The Search Page (shown in Figure 35) allows the authorized user to find the right person in the 
directory. There are a number of customizable components on the Search Page. Most of of the 
customization for the Search Page is configured in the AppSettings.XML file with the exception 
of the fields that are shown and the field labels in the Quick View tabs. The Quick View tabs are 
configured in the DirectorySettings.XML file. 
 
One common point of confusion is that the Quick View tabs are editable; they are not editable. 
When you select a user in the search results, double click on that user to see the User Edit screen.  
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Figure 35: Directory Manager search page 

 
What can be configured on the search page? Here is a short list: 

·  Which fields are displayed in the columns 
·  Which fields can be used for a search 
·  Which fields will be exported to Excel or a CSV file 
·  All field labels 
·  The page logo 
·  All text, background, and separate colors (via the style.css) file.  
·  Whether users, contacts, or both are displayed in the interface 
·  Customizable pop-up Help page 
·  Export to Excel and export to CSV controls 

 
It is important to note that the default listing as well as any search listing will return only a 
maximum of 200 entries. This can be increased or decreased in the AppSettings.XML file.  
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User Edit Page 
The User Edit page is the page that allows user information to be edited. An example of this is 
shown in Figure 36. Most of the customization on this page is accomplished in the 
DirectorySettings.XML file though some customization is done in the AppSettings.XML file. All 
field labels, section notes, and button/control labels can be customized on this page.  
 

 
Figure 36: Example of the User Edit page 

 
There are a number of different types of fields and field options you will find on the User Edit 
page. These include: 

·  Any default field can be hidden; the DirectorySettings.XML file has most common 
Active Directory attributes they are hidden in the example shown in Figure 36.  

·  Read only fields allows the authorized user to see to see what is in the field, but not 
change it.  

·  Drop-down lists allow the administrator to specify a list of specific values that can be 
entered in to a field. The user must select one of the allowed values.  

·  Text boxes allow the user to enter any value they wish to enter. 
·  Combo boxes allow the user to select an option from the administrator-configured drop-

down list, but they can also manually enter their own text if the drop-down list is not 
sufficient.  

·  Lookup fields are fields that can only contain valid user account objects from the Active 
Directory. These include the Manager, Assistant, and Secretary attributes.  

·  Validation using regular expressions allows the administrator to specify exactly the 
allowed format or structure of the data using power regular expression (REGEX) rules.  
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·  Masked text field format control allows the administrator to specify a format in which 
they want to see data entered. This is especially useful for phone numbers, but it can be 
used for any field.  

·  Double-wide fields are useful for any field that has more text than can easily be displayed 
in the standard column listing. 

·  Multi-line fields are useful for fields such as the Street Address, Notes, and Description 
fields that hold more than a few dozen bytes of data.  

·  Section notes appear at the bottom of each section of the interface. Section notes can be 
customized with helpful information or they can be hidden.  

 

Users, Contacts, or Both 
Directory Manager will allow an authorized user to edit users, contacts, or both. By default, both 
users and contacts are displayed in the user interface. The user will see an option on the top right 
section of the of the Search page that allows them to select if they want to see users, contacts, or 
both.  An example of this drop-down list is shown in Figure 37. 
 

 
Figure 37: Selecting Users or Contacts 

 
This option is configured in the AppSettings.XML file inside the <objectTypes>  tag. An 
example of this is shown in Figure 38. If you want to disable the Contact and All view options, 
set the visible=”yes”  option on both tags to <visible=”no”>.   
 

 
Figure 38: Controlling which options are available to the user 

 
 

Localizing the Interface 
Directory Manager ships localized only for U.S. English. The interface is very customizable if 
you want to localize or regionalize the interface for your specific requirements. All buttons, error 
messages, help messages, examples, and attribute labels can be changed.  
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Field / Attribute Labels 
All field/attribute labels can be customized using the DirectorySettings.XML file. Each attribute 
tag has a label option. Figure 39 shows some examples of the label option.  
 

 
Figure 39: Examples of field labels 
 

Section Notes 
Each section in the User Edit screen has a section note that appears at the bottom of the section. 
This note can be used to provide the end user with helpful information or it can be hidden. Figure 
40 shows the Telephone numbers section and the <note…> tag at the bottom of the section. To 
hide the section note entirely, set the visible=”yes”  option to visible=”no” . 
 

 
Figure 40: The telephone section and the section note 
 

Button Labels and Messages 
The buttons, help messages, and confirmation messages can also be customized. These are 
customized in the AppSettings.XML file. Examples are shown in Figure 41. 
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Figure 41: Localizing buttons and help messages 
 

Customizing the Search / Main Page 
Search filters allow the authorized Directory Manager user to narrow the scope of the users they 
are looking for from the Active Directory. In a small organization, the entire directory may only 
be a few users and this is not necessary, but in an organization with hundreds or thousands of 
users, searching for a user becomes very important.  

Defining Columns and Attributes Used in the Search Filters 
The search filters are found across the top of the main screen of Directory Manager; the default 
(Display Name “starts with”) is shown in Figure 42. 
 

 
Figure 42: Search filter option on the main screen 

 
You can search on many possible attributes, but only a limited number of fields are enabled by 
default. The attributes that are enabled for search include: 

·  Display name (default) 
·  Email Address 
·  User Name 
·  Department 
·  Title Manager 
·  Office Phone 

 
By default, the same fields that are available for searching are the fields that are enabled for the 
search results, but this is also configurable.  
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Figure 43: The search results listing 

 
 
 
 
 
 
The search fields and the fields that are displayed in the search results are all controlled within 
the <columns> tag of the AppSetings.XML file. Part of this section is shown in Figure 44. The 
following describes the options in each of the attribute tags: 

·  The headerText  option specifies the column labels.  
·  The visible  option specifies if this attribute will be shown in the search results. 
·  The filter  option specifies whether or not you can search using this attribute. 
·  The export  option specifies whether or not this attribute will be included in the Export 

to Excel or Export to CSV option. 
 
 

 
Figure 44: Enabling search fields and fields to be displayed in the search results 
 
Search qualifiers are the types of searches that can be performed. Directory Manager supports 
four types of searches: 

·  Starts with 
·  Ends with 
·  Contains 
·  Equals 

Each column width is automatically sized to try and display all data in the 
column. For fields such as an e-mail address (that don’t have a space) the 
column will be the width of the largest address. However, fields with spaces 
may wrap in order to fit all the columns on the screen.  
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You can change these labels or disable any of these qualifiers in the AppSetting.XML file. 
Locate the <qualifiers> tag; this is shown in Figure 45. 
 

 
Figure 45: Changing or hiding search qualifiers 

 
Note that if the user chooses the Equals qualifier, such as shown in Figure 47, then the value text 
box changes to a drop-down list. The drop-down list data is read from the 
DirectorySettings.XML file; in the example in Figure 46 the Department data is read from the 
Department section of that DirectorySettings.XML file.  
 

 
Figure 46: Choosing the Equals search qualifier 

 

Increasing the Width of the Search Screen / Main Pa ge 
The Directory Manager search screen / main page has been optimized to work on a screen size of 
800x600. If your users have larger monitors and you would like the interface to stretch to fill the 
size of the browser window, you can change this by editing the style.css  file. The 
style.css  file is found in the \inetpub\wwwroot\DirectoryManager\Styles  
folder. Locate the section called .mainForm ; this is shown in Figure 47. Change  width: 
760px;   to  width: 100%;  and this will allow the search page to size to the maximum size 
of the browser window. 
 

 
Figure 47: Increasing the width of the main page 

 

Managing Export Features 
Directory Manager allows you to export your search results to either an Excel spreadsheet or a 
comma-separated value (CSV) file. You control which attributes / fields are exported using the 
AppSettings.XML file.  Within the <columns>  tag, each attribute is listed along with options 
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that control whether the attribute is listed in the on-screen search results or is one of the search 
filters. The final option is the export option; to include an attribute in the export file set 
export=”yes” .   An example is shown previously in Figure 44. 
 
If you do not want the export options to appear on the user interface, one or both options can be 
disabled in the AppSettings.XML file. Locate the <exporting…>  tag; here you can change the 
button labels as well as hiding either or both options. See Figure 48 for an example.  
 

 
Figure 48: Enabling or disabling export options 

 
The <exporting…>  tag also allows you to specify the default filename for the export file.  
 

Applying Display Filters 
By default, both Directory Manager and Directory Search will display all users and contacts in 
the Active Directory domain in which you have configured a domain controller for Directory 
Manager or Directory Search to use. The search results will include all user accounts and 
contacts for that particular domain. Figure 49 shows the default Directory Search listing; notice 
that there are some blank accounts and the Administrator account that are included in the default 
listing.  
 

 
Figure 49: Default search results 
 
This may not produce the results you want for the users of Directory Manager or Directory 
Search as they probably don’t need to see some of these system-type accounts. We provide you 
ways to either increase or decrease the scope of users and contacts that are returned. Options 
include: 
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·  List only user accounts (hiding contacts) 
·  Show only user accounts that have an Exchange mailbox 
·  List all users in the entire forest 
·  Increase the number of users/contacts listed per page and the maximum number of users 
·  Show or hide disabled user accounts 
·  Exclude certain users (such as service accounts and administrators) from the user listing 
·  Display all users in a specific OU or under a specific parent OU 
 

Both Directory Manager and Directory Search can be customized with all of the above features 
with different options in the AppSettings.XML file. We recommend that you make a backup 
copy of the AppSettings.XML file prior to editing it.  

Show Only Users with an Exchange Mailbox 
In an environment with Exchange Server 2000/2003/2007, you may want to restrict the search 
listing so that you only see Exchange mail-enabled objects. Look for the <userList…> tag in the 
AppSettings.XML file; this is shown in Error! Reference source not found.. Within this tag is 
the showOnlyExchangeEnabledUsers=”no” option; set this tag to “yes” so that the default filter 
will only show user accounts that are mailbox or mail-enabled. This works for both Directory 
Manager and Directory Search.  

Increase the Maximum Search Results and Search Resu lts per Page 
If you have more than 200 users in your Active Directory, you will notice that Directory 
Manager and Directory Search only queries a maximum of 200 users and displays those in scroll 
pages of 20 users per page. An example of the number of items queried and the page size is 
shown in Figure 50. 

 

 
Figure 50: Viewing the maximum entries per page and maximum search results 

 
The maximum results per page and the maximum number of search results returned are both 
configurable. Locate the <userList…> tag in the AppSettings.XML file (shown in Figure 51.) 
The maxResults=”200” sets the maximum number of results an LDAP query will return from 
Active Directory while the pageSize=”20” shows the number of search results per scroll-page.  
 

 
Figure 51: Controlling maximum search results and search results per page 
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Directory Manager and Directory Search were designed with the intent of actually searching for 
a small number of users rather than returning hundreds or thousands of search results. We 
recommend you keep the maximum number of search results at 200 or less in order to prevent 
your domain controllers from being overloaded. However, you can increase this value to 1,000 
without any problems.  
 

Hide Disabled User Accounts 
By default, Directory Search will display all user accounts within the specific search criteria that 
you specify whether the account is enabled or disabled. In some organizations, this is a 
requirement because resource accounts (conference rooms, equipment resources, etc…) may 
need to be displayed in the address book, but their account is disabled.  
 
You can change this behavior by locating the <userList…>  tag in the AppSettings.XML file 
(shown previously in Figure 51) and changing the showDisabledUsers=”yes”  option to 
“no”.  

Exclude Some Users from the Search Results 
Directory Manager and Directory Search will enumerate and display ALL user accounts in your 
Active Directory by default. This includes service or system accounts, resource accounts, and 
even trust accounts.  
 
Both Directory Manager and Directory Search allow you to exclude specific accounts from the 
search listing. To configure this, you must first enable the account filer option and specify which 
attribute you will use and what value on which you will exclude. This is done using the 
<accountFilter…>  tag (shown in Figure 52) in the AppSettings.XML file. The 
enabled=”no” option should be changed to “yes”.   
 

 
Figure 52: Specifying how to exclude certain user accounts 
 
By default, we use the extensionAttribute12 attribute (also known as Custom Attribute 
11) in Active Directory; however this attribute will ONLY exist if you have prepped your forest 
to support Exchange 2000/2003/2007. You can change the attribute to any valid Active Directory 
attribute such as description, st, givenname, sn, or l.  The final option in the 

Microsoft hard-codes in to Active Directory the maximum number of LDAP results that will 
be returned from a domain controller by default. Even if you set the maxResults=”5000” 
option, Active Directory will still only return 1,000 search results. However, this can also be 
increased; see Microsoft Knowledge Base article 315071 for information on how to use the 
NTDSUTIL.EXE command to increase the maximum LDAP results returned by a domain 
controller. Exercise caution if your domain controllers are already overburdened or slow as 
this may put a large additional load on them if Directory Manager or Directory Search is 
heavily used.  
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<accountFilter….>  tag is value=”excluded”.   This specifies the text that you will 
put in to the specific attribute (extensionAttribute12 by default.)  We use the text “excluded”  by 
default, but you can change this to anything that you want to use.  
 

 
 
Once you have configured Directory Manager or Directory Search to use the account filter, you 
can then populate this information in Active Directory. For Exchange “mail-enabled” accounts, 
you can simply use Active Directory Users and Computers, locate the user account, and edit 
extensionAttribute12  (found on the Exchange Advanced property page.) This property 
page is shown in Figure 53. 
 

 
Figure 53: Editing a custom attribute using Active Directory Users and Computers 

 
If the user account that you need to exclude is not mail-enabled, you can either change the 
attribute to some other attribute in Active Directory, or you can use the ADSIEDIT.MSC console 
(included with the Windows 2003 Support Tools). ADSIEDIT is a bit more difficult to use, but it 
allows you to edit the exact same information (and more), but just in a more “raw” format.  
 
If you look in Figure 54, you can see the editing interface for ADSIEDIT. This is one other 
option for editing user account information that you cannot edit in Active Directory Users and 
Computers.  

The exclusion text, “excluded” by default, is not case sensitive.  
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Figure 54: Editing a user using ADSIEDIT 

 
 

Organizational Unit  / OU Filtering 
Directory Search has the ability to set a base organizational unit (searchBaseOU or just baseOU) 
from which to start searching. However, you can only set ONE baseOU; you cannot combine 
different search baseOUs together. This works best if you have all of your users and contacts 
under a single OU in Active Directory. The restriction on setting a single baseOU is a restriction 
placed on us by LDAP.  
 
You can also set the search filter so that you can list all accounts or contacts in a specific OU.  

 
The best way to illustrate this feature is to use an example. Look at the OU structure seen in 
Figure 55. The DNS Active Directory name is colonialmovers.int. All users and contacts are 
found under the CorporateUsers root OU.  
 

By default, all user accounts in Active Directory are created in the Users container; however 
this is not a true OU and we cannot filter on the Users container.  
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Figure 55: OU structure for an Active Directory 

 

Display Only a Specific Parent OU 
The first feature is how to tell Directory Manager and Directory Search to display only the user 
accounts and contacts found under a specific root-level OU. This is the searchBaseOU feature. 
To enable this, locate the <ouFilter..> tag in the AppSettings.XML file; this tag actually has an 
open tag (<ouFilter..>) and a close tag (</ouFilter…>) and other tags and options within those 
tags.  
 

 
Figure 56: Setting a searchBaseOU 

 
The example in Figure 56 enables the ouFilter feature, sets the DNS domain name of the Active 
Directory to colonialmovers.int and sets the searchBaseOU to “CorporateUsers”. This means 
that all users and accounts below the CorporateUsers OU will be displayed. To merely set the 
searchBaseOU, you do NOT need to enable any of the <OU…> options found below that tag.   
 
 
 
 
 

Due to limitations in LDAP, we cannot initiate a single query across multiple 
parent OUs. This filtering feature only works for a single parent OU. 
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Searching for All Users in a Specific OU 
Directory Manager and Directory Search allows you to search and display all users in a specific 
OU. However, we do NOT read the OU structure from Active Directory; you must specify the 
OU names AND a friendly name for each OU. These will then appear in the search filter drop-
down list. Let’s look at another example. In this example, we want the user to see ALL users and 
contacts by default, but be able to list just the users in a specific OU using the search filter option 
on the main Directory Manager or Directory Search page.  
 
Notice in this example, we took the OU structure that is seen in Figure 55 and we are providing 
an OU name (notice that they are in the format of CorporateUsers/Battlestar and that the OU= 
and DC= options are not necessary.) Further, notice that we provided a “friendly name” for each 
OU name.  
 

 
Figure 57: Creating filters by OU name 

 
The resulting search function in Directory Manager or Directory Search will allow you to select 
Organizational Unit as the search criteria and then search for users and contacts in one of your 
specified OUs (see Figure 58.) However, if the OU search is not specified, all users and contacts 
in the entire directory; this is because we did not specify a searchBaseOU.  
 

 
Figure 58: Searching for all users in a specific OU 

 
If you want a searchBaseOU AND the ability to then further search by a specific OU, then the 
format of the AppSettings.XML file is a bit different. The searchBaseOU option sets the starting 
point for the search, so all OUs must be under the searchBaseOU starting point.  
 
The AppSettings.XML example shown in Figure 59 is configured so that the search base is the 
root-level OU CorporateUsers AND the user can also enumerate all of the users in one of the 
sub-OUs, Battlestar, Firefly, LAPD, or Red October.  
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Figure 59: Setting a searchBaseOU and OU search filters 

 

Customizing the User Edit Page 
Now we finally get to the real meat of the Directory Manager application; that is customizing the 
User Edit page. This is the page that authorized Directory Manager users will use to update a 
user’s information. A sample interface is shown in shown in Figure 60.  
 

 
Figure 60: One possible configuration for the User Edit page 

 
Keep in mind that every label and every attribute on this screen can be customized, hidden, or 
even validated. The administrator controls these settings via options in the 
DirectorySettings.XML. Figure 61 shows another possible configuration of the User Edit 
interface.  
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Figure 61: Another possible configuration of the User Edit page 

 

Major User Edit Sections 
We have grouped the attributes/fields in the User Edit page together in a somewhat logical 
group. Well, at least was logical to us when we put it together. Not all of these sections are even 
visible by default, though. Table 2 shows the sections and the individual fields (and Active 
Directory / LDAP attribute names) found in that section. 
 
Table 2: Section names and attributes found in that section 
Section name Fields (attributes) available 
General Personal title    (personalTitle) 

First name    (givenName) 
Middle Initial    (initials) 
Middle name   (middleName) 
Last name    (sn) 
Name suffix    (nameSuffix) 
Display name    (displayname) 
E-mail Address   (email) 
User name     (samAccountName) 
Photo      (URL, thumbnailPhoto or jpegPhoto) 

Organization Company     (company) 
Office     (physicalDeliveryOffice) 
Division     (division) 
Department     (department) 
Department #   (departmentNumber) 
Title     (title) 
Employee ID     (employeeID) 
Employee  #      (employeeNumber) 
Employee Type     (employeeType) 
Manager      (manager) 
Assistant      (assistant and msExchAssistantName) 
Secretary     (secretary) 

Telephones Office Phone     (telephoneNumber) 
Mobile Phone     (mobile) 
Mobile Phone 2    (otherMobile) 
Pager     (pager) 
Pager 2     (otherPager) 
Home Phone    (homePhone) 
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Home Phone 2    (otherHomePhone) 
IP Phone    (ipPhone) 
IP Phone 2     (otherIPPhone) 
Assistant Phone    (telephoneAssistant) 
UM Operator Phone     (msExchUMOperatorPhone) 

Address Street address     (streetAddress) 
Room #     (roomNumber) 
Post Office Box    (postOfficeBox) 
City     (l) 
State     (st) 
Zip or Postal Code     (postalCode) 
Country     (c, co, and countryCode) 

Custom Attributes Extension Attribute 1     (extensionAttribute1) 
Extension Attribute 2     (extensionAttribute2) 
Extension Attribute 3     (extensionAttribute3) 
Extension Attribute 4     (extensionAttribute4) 
Extension Attribute 5     (extensionAttribute5) 
Extension Attribute 6     (extensionAttribute6) 
Extension Attribute 7     (extensionAttribute7) 
Extension Attribute 8     (extensionAttribute8) 
Extension Attribute 9     (extensionAttribute9) 
Extension Attribute 10     (extensionAttribute10) 
Extension Attribute 11     (extensionAttribute11) 
Extension Attribute 12     (extensionAttribute12) 
Extension Attribute 13     (extensionAttribute13) 
Extension Attribute 14     (extensionAttribute14) 
Extension Attribute 15     (extensionAttribute15) 

Additional Information Description     (description) 
Web Page     (wwwHomePage) 
Notes     (info) 

 
Note that many of the attributes found in Table 2 are not visible in Active Directory Users and 
Computers nor the Exchange Global Address List (GAL). These are included in Directory 
Manager because some line-of-business applications can interface with Active Directory and use 
these attributes. If you don’t know if you need some of these less common Active Directory 
attributes, then you probably don’t need them.  
 
Each section can be hidden if you do not need that data. Take for example the Additional 
Information section shown in Figure 62, you can make the section visible by setting the 
visible=”no”  option to visible=”yes”.  Any section can be hidden or unhidden in this 
fashion.   
 

 
Figure 62: Additional information section from DirectorySettings.XML file 
 

Standard Field Options in the DirectorySettings.XML  file 
Each attribute or field that we display on the Directory Manager User Edit screen as well as the 
Quick View tab at the bottom of the search screen is configured in the DirectorySettings.XML 
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file. Each attribute is represented as a “tag” in the XML file. Let’s start with a very basic 
attribute such as title. An example of the title tag is shown in Figure 63. 
 

 
Figure 63: The title tag within the DirectorySettings.XML file 
 
Each tag has a serious of options within the tag.  Most tags have a minimal set of options within 
the tag. The basic options you will find include: 

·  Label  sets the label that is visible on the interface. In the case of the title tag, the “on 
screen” field label will be Title . 

·  Type sets the field type; we have two simple field types (text  and dropdown )and 
two more advanced types (combo and maskedText ) 

·  Visible  makes the field visible on the interface (visible=”yes”)  or hides it from 
the interface (visible=”no”)  

·  Editable makes the field editable (editable=”yes”)  or sets it to read only 
(editable=”no” .)  

 
Notice also that the tag has an opening  (<title…..>) and a closing (</title>). All 
XML tags must have an open and a close. It is very similar to HTML but XML is less forgiving 
if you forget to close a tag.  
 
 
 
 
 
 
 
Defining a Field Type  
Each field can either be a text box, drop-down list, combo box, or a masked text field. The text 
box, of course is the simplest, but unless some time of validation rule is applied (we will cover 
that a bit later), there is nothing to enforce standards or control how the user enters the data.  
Text boxes leave the formatting and data entry to the discretion of the user.  

 
 
Drop-down lists on the other hand allow the administrator to enforce the entry of specific data in 
to the fields.  
 

Where are the other options? If you have used previous versions of Directory 
Manager or Directory Update, you may have seen quite a few more options in 
the XML file.  We scaled back the default options that appear in each attribute 
tag but you can still add additional options as you will see soon. We scaled these 
back to make the XML file a bit simpler for typical installations.  
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Each possible value in the drop-down list must be entered in to the DirectorySettings.XML file. 
Let’s take our title example shown previously in Figure 63. The title tag opens and closes, but 
there is no place within the open tag and the close tag to enter values. The possible values in a 
drop-down list have to be entered within the <title…>  open tag and the </title> close 
tags. Each possible title value must be entered within a <value>  open tag and a </value>  
close tag. And the field type must be changed from type=”text”  to type=”drop”  down. 
The new and improved title tag is shown in Figure 64.  
 

 
Figure 64: Creating a drop-down list for the title field 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

There a few important things to note about drop-down lists: 
·  Directory Manager does *not* sort the list; it presents the list in the order that 

you entered it in the XML file. 
·  You cannot enter some special characters such as the &  character in the XML 

file. You must use an “entity reference code”. For the &  character, you would 
use the &amp; text. Here is an example:  <value>Sales &amp; 
Marketing Manager</value> . 

·  If existing data is in the Active Directory attribute, but it does not exist in the 
drop-down list then it will not appear as a valid choice in the drop-down list. 
The exception to this is if the field type is set to type=”combo”.  

·  If you are concerned about the data following specific formats or users 
selecting specific values, the drop-down list is the way to go. Combo fields 
provide you similar capabilities, but do give the user the option of entering 
their own information.   
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Advanced Field / Attributes Options 
Directory Manager has some more advanced options that you can embed within a tag that will 
help you better control or enforce data entry. These include: 

·  Making a field required 
·  Setting a default value 
·  Providing an example or help text below the field 
·  Making a field double wide 
·  Making a field multi-line 
·  Providing a masked text option 
·  Using regular expression validation 

 
Required / Optional Fields 
You can make a field required by inserting within the tag the required=”yes”  option.  To 
disable this option, either remove this text or set the value to required=”no” .  Figure 65 
shows an example where the title field is now required.  

 
Figure 65: Making the title field required 

 
Setting a Default Value 
Let’s say for example that most of your users are all within a single business unit in your 
company. The business unit name is stored in the company name field. The defaultValue option 
can be added to the tag and a value name specified. An example of this is shown in Figure 66. 
 

 
Figure 66: Adding a default value to a field 
 
 
 
 
 
 
 
 
 
 
 
Example / Help Text 

There a few important things to note about the defaultValue  option: 
·  The defaultValues  option can be used with either text, drop-down, or 

combo fields. 
·  If the field type is set to type=”dropdown” , then the value must also be in 

the drop-down list. 
·  If you have only one defaultValue  to populate, you can set the field to 

editable=”no”  and that default value will be populated. 
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Each field / attribute can have example or help text directly below the field. This can provide 
helpful instructions to the use on what should be in the field. This text is different from the text 
you will find on the bottom of each section.  

 
 
To provide example or help text for a specific field, add the example=”Desired Text” to the tag’s 
options. An example is shown in Figure 67.  
 

 
Figure 67: Adding example or help text below a field 

 
Double-wide Fields 
In some cases, the data your users are entering may exceed the field length we provide in our 
interface and the field width may need to be increased. While this is most useful with some of 
the fields such as the Notes or Description fields, we have seen this requested for fields like Title 
and Company.  
 

 
 

To enable the double wide option, you need to add the doubleWide=”yes”  option to the 
attribute tag. An example of this is shown in Figure 68. To disable the feature, you can set 
doublewide=”no” or you can remove the option entirely. 
 

 
Figure 68: Making the company field double-wide 

 
 
Multi-line Fields  
There are a few fields that hold larger amounts of text that you might benefit from having a 
multi-line field. Examples of this include the Street Address, Notes, and Description fields. 
Multi-line fields allow the user to enter a carriage return and have more than one line represented 
inside the field. Of course this will only be of benefit if the application reading the data from 
Active Directory can also display multiple lines.  
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To enable a field to have multiple lines, you have to add the multiline=”yes”  option to the 
field’s tag. The Street Address field is a good example of a field that already has the multi-line 
option enabled.  

 
Figure 69: Example of the multi-line option for the Street Address 

 
 
 

Troubleshooting 
Regardless of how careful you are or how much experience you have with Active Directory, 
Windows, and Internet Information Server, sometimes mistakes happen, unexpected results 
occur, or sometimes there are just bugs in the software (though we try hard to ensure that does 
not happen!). 
 
In this section, we will cover some of the common problems that you might experience as well as 
some common problems.  
 

Steps to Troubleshoot a Problem 
Almost always when someone contacts us for support, we ask a number of the same questions. If 
you experience unexpected results with Directory Manager, here are some things to check: 

1. Is the application working but giving unexpected results or permissions errors? 
a. Yes 

i. Is the user in the authorized user’s group (Directory Update Managers, 
by default) 

ii.  Does the service/proxy account have permissions to update the object in 
question? 

b. No 
i. Is the service/proxy account locked or been disabled? 
ii. Has the service/proxy account’s password expired? 
iii.  Is there an error in the XML file?  
iv. Are the IIS Admin and Web services running? 
v. Is the domain controller that Directory Manager is using up, running, and 

responding to LDAP queries?  
2. Is the user connecting to the right URL such as  

http://servername.corp.local/DirectoryManger?  
3. Logon to the console of the server and try to use the application by typing 

http://localhost/DirectoryManager  
 

Common Problems 
In this section, we will discuss some of the most common questions and problems that we 
experience when testing Directory Manager or supporting our customers. 
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Installation Errors 
By and large, there are a few issues that can cause problems during installation.  
 

·  If you experience an error that has no specific description and if you are running on 
Windows Server 2003, re-install the .NET Framework 2.0 package. Often this will 
correct problems.  

·  Make sure that the Web site in to which you are installing Directory Manager (usually the 
Default Web Site) is not redirected. You can check this on the Home Directory property 
page. If the default site needs to be redirected, you will need to temporarily change back 
to “A directory located on this computer” until you finish the Directory Manager 
installation.  

·  In IIS Manager under Web Services Extensions, make sure that ASP.NET 2.0.50727 is 
set to Allowed 

 

Errors When Using the Directory Manager Software 
This section covers some of the common errors that may occur when using Directory Manager or 
common questions that may come up.  
 
Changes I am making in Directory Manager don’t show up in the Global Address List 
Directory Manager makes direct updates to the Active Directory via LDAP.  If changes are not 
appearing in the Global Address List, use Active Directory Users and Computers to see if the 
change was made to the Active Directory.  This problem is usually because users are using 
Outlook 2003 or Outlook 2007 in local cache mode. This means that Outlook is using the offline 
address book. It could be 24 to 48 hours before Outlook downloads the changes you just made. 
To understand more about this process, see Microsoft KB article 870926.  
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